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Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé k§ thuit
1. Gidi thiéu chung vé dw dn mua sim, géi thau

Tén du an: “Nang cip ha tAng cong nghé thong tin, hoi nghi truyén hinh tai ban
quan ly du an cac cong trinh dién mién bac”

Chu dau tu: Tong cong ty Truyén tai dién Qudc gia.

Pai dién chu dau tu: Ban quan 1y du an céc cong trinh Dién mién Bic — Chi
nhanh Tong cong ty Truyen tai dién Qudc gia.

, Di,a diém th~uc hié,n du an: Tai try s Ban Quan ly dy an céc cong trinh di¢n mién
Bac, S6 4 Nguyén Khac Nhu, phuong Trac Bach, quan Ba Dinh, Ha Noi.

Tén gobi thau: G6i thau sé 3: Cung cap, lap dat vat tu, thiét bi, 1ap website va dao
tao.

Loai hop dong: Tron goi
Thoi gian thuc hién goi thau: 60 ngay
a) Muc tiéu dau tw

Pé dap tng yéu cau vé an toan thong tin, dam bao ha ting CNTT phuc vu cong tac
diéu hanh, san xuat, kinh doanh cua don vi.

Str dung cong nghé phu hop dé tan dung dugc ha ting hién c6, giam tai cho ngudi
van hanh h¢ thong nhung van dam bao t6i vu hda chi phi.

Tang cudng an ninh cho hé thdng phia server va client

Tang hiéu ning va kha ning dy phong cho cac thiét bi chuyén mach 13i phia ving
mang cung cap dich vu (server) va vung mang khai thac dich vu (client).

Pam bao hé thong mang khong day du ning lyc dap tng duoc cac yéu c?}u két ndi
cho nguoi dung, ¢6 kha nang quan ly tap trung, ting cudong bao mat cho hé thong.

Pap umg kha ning du phong cho dudng truyén WAN khi dudng cap quang chinh
bi su cb.

Nang cao hiéu suit mang LAN, ning cao toc d6 duong truyén két ndi gitra 02 toa
nha A va B.

Xay dung, trién khai hé thong website ndi bd va public phu hop véi yéu cau san
xuat kinh doanh cua don vi.

Trang bi bd sung hé théng HNTH dap tmg phuc vu cac hoat dong san xuit kinh
doanh cua don vi.

b) Quy md dau tu
Dy an “ Nang cap ha ting cong nghé thong tin, hdi nghi truyén hinh tai ban quan
1y dy an céc cong trinh dién mién bac” c6 quy mod dau tu nhu sau:
Trang bi bd sung thiét bi chuyén mach access va thiét bj chuyén mach core cho
phép quan ly gidm sat tap trung.
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Nang cip hé thong wifi cho phép quéan 1y giam sat tap trung.
Trang bi thiét bi dinh tuyén phuc vu két n6i WAN.

Trang bi modem internet phuc vu truy cp internet, cAn bang tai dudng truyén
internet.

~ Cai tao cac nit mang hién hitu, thay thé cac patch panel, thay thé diy nhdy, thay
thé nhan mang.

B6 sung camera cho cac vi tri con thiéu.
Bb sung ha tﬁng phu tro cho hé théng gém: b0 Iuu dién, tu dién.
B6 sung thém hé théng hop HNTH tai phong hoi trudng
 Xay dung mdi trang web ndi bo va public voi giao dién web hd tro tiéng anh va
tieng viét.
Pao tao hudng din quan tri van hanh hé thong website, hé thong mang.
2. Hién trang ha ting CNTT
1.2.1 Hién trang co sé ha ting tai NPMB
NPMB chuyén vé tru s& s0 4 Nguyén Khac Nhu tir nam 2014, hé thong co
so ha tang CNTT khi d6 hau hét duoc chuyén tir tru so cii sang va khong dau
tu thém. NPMB co6 hé théng CNTT van hanh ddc l1ap voi dﬁy du ha tﬁng LAN
va internet, ngoai ra don vi c6 két ndi vao hé thong WAN ciia Tong cong ty
thong qua 01 duong cap quang truc tiép. Ban ¢6 130 nhan su st dung thudng

xuyén dich vu CNTT tai co quan, c6 trang web riéng tai dia chi https://npmb.vn.

Try s6 NPMB gom 2 tda nha, hé thong mang duogc két ndi vdi nhau qua 01
cap converter tbc d6 1 Gbps, tdoa nha A ¢ 2 phong véi hé thdng switch phuc
vu két ndi thiét bi nguoi dung dat & phong may tang 3 con hé thong server, thiét
bi luu triY, firewall... dit & phong may ting 4. Toa nha B ¢6 01 phong switch
tuong tu dit o tng 6.

Tai nha A:

- Pon vi dang str dung phong méy chu tai ting 4 dé dat may chu,
UPS, tuong lira va switch core

- Don vi dang str dung phong mdy tai tAng 3 1a diém tap trung cap
mang va cac switch access.

Tai nha B:

- Pon vi dang str dung phong k¥ thut tai 6 va tang 1 1am diém tap

trung cap va dat cac thiét bi chuyén mach access tai day.
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% Mt bang tdoa nha Ban A Mién Bic:
Mit bang ting 3 nha A:

£ = e g
Tcpl{lf;: P.308 P.309 P310
TP. Ké P.304 Phong
. % Hoach Tai Chinh
[ Y VTV Y 1 q q
o ?n /' = x
P.302 é‘
| | M MAT BANG TANG 3 NHA A
P.301 E
H Cl
- Ly
a
==
wC
Mit bang tang 4 nha A:
Phong Hop Lon
TP. Thim Dinh P.405 P.406 P.407
™
May ¢hu /1 ™1 N ="V V1 V1 V1
Phong / " " "
May chu
P.402 -
I i MAT BANG TANG 4 NHA A
P.401 E
H L
wC (“
o
=¥
wC

Mit bang tang 1 nha B




138

| E

P.101 P.102 P.103
] TMEH

\ LN YV TV %

MAT BANG TANG 1 NHA B

Mit bang ting 6 nha B

Phong u u

=

AN

NHA AN




139

So do lap dat thiét bi trong ti Rack tai phong mdy chii tang 4 toa nha A

ODF Quang

Khay nguén Converter quang

ODF Quang

Modem VNPT
Router Cisco C2811

Switch Draytek

Dau ghi hinh Hikvision
Switch Cisco C2960 48 cong

Switch Cisco C2960 48 cong

Patch Panel 24 cong

Patch Panel 24 cong

Patch Panel 24 cong

Patch Panel 24 cong

Patch Panel 24 cong

Patch Panel 24 cong

Patch Panel 24 cong

So do lap dat thiét bi trong ti Rack tai phong mdy chii tang 3 toa nha A
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Bo6 converter

Switch Vigor P2661

Switch Cisco C2960 24 cong

Switch Cisco C1960 48 cong

Patch Panel 24 cong

Patch Panel 24 cong

Patch Panel 24 cong

Patch Panel 24 cong

Patch Panel 24 cong

So do lap dat thiét bi trong tii Rack tai phong mdy chii tang 6 toa nha B
1.2.2 Hién trang hé thong mang
a. So d0 mang LAN hién hiru tai NPMB

7

% So d0 két ndi mang logic hién hiru

WAN EVNNPT

| |
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VIETTEL-FTTH 100Mb

FW ¥G53100

100Mb
T @/_-% ——.

CISCO 2800 SERIES

< MBO ta hién trang hé thong mang LAN hién hiru

Tai ting 4 nha A cia NPMB. Hé thong chuyén chuyén mach 18i (switch
core) chi c6 01 thiét bi duy nhat C3850-24, khong c6 cong toc do cao dé két
nbi server voi thiét bi luu trix, khong c6 du phong khi xay ra hong hoc.

Hé thong switch access tai ting 3 nha A NPMP hau hét 1a cac thiét bi trang
bi tir thoi diém 2002-2003, con sir dung duge nhung tiém an rii ro vi thiét bi
da cii va khong cé du phong.

Két n6i mang LAN giira 02 toa nha thong qua cap quang, st dung converter
o tbe do 01 Gbps chua dam bao duogc tdc do can thiét do nhu cau trao ddi dir
liéu va sb luong thiét bi ctia nguoi dung tang theo thoi gian.

- Hé thong mang LAN: Cac nat mang tai NPMB sau thoi gian dai sir dung
da khong con tbt, nhiéu doan bi xudng cap bi gi sét, vo bi birt hodc bi dit do
chudt can hoic do mdi trudng bén ngoai tac dong dan dén tin hiu thuong xuyén
bi chap chon, khong hoat dong 6n dinh, khong dam bao tdc do, nhiét nit khong
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khong thé sir dung. Ngoai ra sau thoi gian dai dua vao st dung hién nay nhan

cap bi mat hodc bi mo nén khong thé xac dinh nit mang va vi tri nit mang

tuong tng. Do d6, cong tac bao dudng, stra chita gip rat nhiéu kho khan. Nhiéu

phong sir dung thém thiét bi hub, switch dé chia sé két ndi mang cho céc thiét bi

trong phong do cac node mang trén tuong khong st dung. Dudi day 1a bang chi

ti€t ciia cac phong:

Tong s6 S6 lwong S6 lwong S’(") lwgng
Tén phong node mang | node mang | node hong | thiét bi dang
hién hiru str dung str dung str dung
P.Van Thu 103-104 7 1 6 4
P.Photo 105 2 2
Phé P.Tong hop 106 4 3 2
P.Téng hop 107 4 3 4
Truéng P. Tong hop
108 2 1 1 1
Tiép cong dan 109 4 1 3 4
To xe 110 2 1 1 1
Tong 25 6 19 16
Chi tiét hién trang cdc node mang ting 1 toa A
Tong s6 S6 lwong | SO lwong 50 lwgng
A X R thiét bi
Tén phong node mang | node dang | node khong >
N \ - dang sw
hi¢n hiru dung st dung
dung
Pho GD 204 2 1 1 1
P. Hop B 205-206 10 10
P. Hop D 207 2 2
Pho GD 208 2 1
Pho GD 209 2 1
Gb 210-211 2 1
P. L& Tan 203 2 2
P. Hop C 201-202 8 8
Tong 30 4 26 4
Chi tiét hién trang cdc node mang tang 2 toa A
Tong s6 S0 lugng | g lwgng 50 lugng
A X node A thiet bi
Tén phong node mang node khong >
Ay~ dang X dang sw
hién hiru . sir dung
: ding : dung
Truéng P. K€ Hoach 303 2 1 1 1
P. Ké Hoach 304-305 14 3 11 7
P. Tai Chinh 306 6 2 4 4
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2 £ S6 lwong £ S6 lwong
Tong so So lwgng A
A \ node A thiet bi
Tén phong node mang node khong >
A1 dang . dang s
hién hiru \ sir dung
: ding : dung
P. Tai Chinh 307 6 3 3 4
P. Tai Chinh 308 6 3 3 5
P. Tai Chinh 309 6 3 3 3
P. K& Toan Trudng 310 2 1 1 1
P. Ké Hoach 301-302 16 4 12 4
Tong 58 20 38 29
Chi tiét hién trang cdc node mang ting 3 toa A
Tong s6 50 lugng S6 lwong 50 !l;r()’n.g
A X node A thiet bi
Tén phong node mang node khong >
Ay oo dang ., dang sw
hién hiru R str dung
dung dung
Trudng P. Tham Dinh 404 6 1 5 1
P. Tham Dinh 405 6 3 3 2
P. Tham Dinh 406 6 3 3 3
P. Thim Dinh 407 6 3 3 4
P. Tham Dinh 408 6 3 3 4
P. Hop L6n 409-410-411 6 2 4
P. May 402 5 2 3 4
Tong 41 17 24 18
Chi tiét hién trang cdc node mang ting 4 toa A
Tong sb S6 lwong S6 lwong Sf) lwgng
Tén phong node mang | node dang | node khong | thiét bi dang
hién hiru dung str dung st dung
101 11 3 8 8
102 16 3 13 6
103 6 1 5 1
Tong 33 7 26 15
Chi tiét hién trang cdc node mang ting 1 toa B
Tong sb 50 lugng S6 lwrgng 50 lEm’ng
A \ node A thiét bi
Tén phong node mang node khong >
Ay oo dang ., dang sw
hién hiru \ str dung
dung dung
201 4 2 2 1
202 7 1 6 6
203 14 5 9 12
204 6 2 4 5
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: x| Solwong £ SO lwong
Tong so0 SO luwgng A
A \ node A thiét bi
Tén phong node mang node khong >
A1 dang . dang sw
hién hiru \ str dung
ding dung
Tong 31 10 21 24
Chi tiét hién trang cdc node mang ting 2 toa B
Téng s0 50 lugng S6 lwgng 50 ltﬂmg
A \ node n thiet bi
Tén phong node mang node khong >
Ay~ dang . dang sw
hién hiru \ str dung
dung dung
301 2 1 1 1
302 12 5 7 11
303 6 5 1 5
304 6 5 1 6
Tong 26 16 10 23
Chi tiét hién trang cdc node mang tang 3 toa B
Téng s0 50 lugng S6 lwgng 50 ltﬂmg
A \ node n thiet bi
Tén phong node mang node khong >
A 1o dang X dang sw
hién hiru \ str dung
ding dung
401 2 2 0 |
402 6 3 3 3
403 7 4 3 4
404 14 3 11 6
Tong 29 12 17 14
Chi tiét hién trang cdc node mang ting 4 toa B
Téng s0 50 lugng S6 lwgng 50 ltﬂmg
A \ node A thiét bi
Tén phong node mang node khong >
Ay dang X dang sw
hién hiru . str dung
ding dung
Hoi truong 2 2 0 2

Chi tiét hién trang cdc node mang ting 5 toa B

Hé théng mang LAN chua duogc quy hoach theo VLAN, hi¢n dang dung
chung 1 dai subnet 10.16.0.x/21.

Hé théng mang khong day véi cac Access Point 13 thiét bi dan dung nén d6

6n dinh khong cao, khong c6 kha ning quan ly tap trung nén viéc quan ly van

hanh twong dbi kho khan, thuong xuyén treo can phai khoi dong lai. Hé thng

mang AP dugc dung dai IP riéng.
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Bang thong ké cac thiét bi mang:

STT| Thiét bi 50 | Thong so ki Ghi chu Nam
: lwgng thuat trang bi
Switch tong két nodi
1 | Switch Core 1 Cisco 3850-24 |toan b0 mang cua 2016
NPMB
| Cisco 2950 (O1 | g tich két ndi thiét bi
o | Switch 5 | chice ngudi ding (mdy tinh, | 200"
Access Cisco 2960 (04 | EYOT CungtMay i, | 5553
£ may in)
chiéc)
. .| Switch két ndi thiét b
3 | SwitchAccess 2 Draytek Switch nguoi dung (may tinh, 2015
P2661 A
may in)
Céc chung loai
TP link, :
4 | Access point 15 | Linksys, Dlink, Egi%a\;u mang Wifi 22%1135_
Draytek 910,
Unifi...
Modem nha mang,
5 | Modem 1 GWO040-H Ding cho mang Wifi
Chuyér} ﬁéi _ quang
6 | Converter 6 | OneData, 01 . \ g LA, A 2014
Gbos nha A va B; va két no1
p WAN gitta NPMB va
EVNNPT
Két ndi vio WAN
7 | Router WAN 1 Cisco 2811 NPT (NPT cho 2013
muon)
b. So' @6 mang WAN tai NPMB
< So dd két ndi logic:
ﬁ @ Router 2800 ASR9001
o 100Mb
(_LANNPMB s—@ — ::’:::’i I
é 10.3.254.50 10.3.254.49
FG 901G
EVNNPT




< So dd két ndi vat 1y:

< M0 ti két ndi WAN:
Tir Ban A Mién Béc hién chi c6 duy nhit 1 duong cap quang duy nhat va
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chua c6 giai phap du phong vé duong truyén khi duong chinh gip su c¢d. Thiét

bi router phuc vu két ndi WAN 14 thiét bj dugc NPT cho muon, thiét bj nay da

cili va c6 toc d6 thap (100 Mbps) nén ddi khi xay ra hién tuong nghén do ngay

cang nhiéu ung dung chinh dugc dua 1én datacenter ciia Tong cong ty. Pon vi

st dung bo chuyén doi quang dién loai 1G dat trude hai dau router.

c. Hién trang duwong truyén Internet/ WAN
DPuong truyén két ndi Internet, WAN tai NPMB nhu sau:

STT | Pwong | Loai dwong | Nha cung Bang Muc dich
két noi | truyén thiet | cap dich thong
bi vu (Mbs)
1 Internet | FTTH Viettel 100 NoO1 bd internet
2 Internet | FTTH VNPT 200 No1 bd internet
3 Internet | FTTH VNPT 150 Wifi di internet
3 WAN Cap quang Ha tang 100 HNTH
d. Phan ving mang
STT | Vung mang | IP Subnet Gateway | Ghi chu
1 | Server Hién tai don vi
2 | Nguoi ding 10.16.0.x 255.255.248.0 | 10.16.0.250 | chua chia
mang
3 | Wifi 192.168.0.x | 255.255.255.0|192.168.0.1 | Mang  riéng,
chi phuc wvu

wifi di internet
khong di vao
mang ndi bd
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1.2.3 Hién trang hé thong bao mat:
NPMB duoc trang bi 02 thiét bi Firewall, tuy nhién cac thiét bi nay méi chi

bdo vé€ cac phan ving mang Noi bg, Internet, WAN ma chua phan tach bao vé

gilra mang nguo1 dung (client) va mang server.

Hé thong antivirus: sir dung Kaspersky Endpoint Security cai dat trén ca

server va cac may nguoi dung duoc cap phat 70 license do Tong cong ty cap tir

nam 2016. Sau mot thoi gian (dén khoang nam 2018), NPMB ty trang bi thém

77 license cho cic mdy tram. Trong qua trinh van hanh, do thay doi nhan su

nén c6 phat sinh thém maot sé may tinh da cai dit phién ban Kaspersky antivirus

danh cho ca nhan, khong két ndi voi may chu Kaspersky nén viéc quan 1y tap

trung chua dat hiéu qua t6i da.

So d6 logic hé théng an ninh bao mat:

NPMEB

‘ CP3600  XGSR3100

Bang thong ké cac thiét bi:

WVNFT- E?'H 200Mb

i—f———z

__—_;i’——?' -_"IT—_:_—__—:—:"

[

VIETTEL — FTTH 100Mb

STT| Thiétpj | S° | Thongsold Ghi chi Nam
: luwgng thuat trang bi
- Bao mat mang | 554 pans
License: Network | S0 LANi ?]Al\i thay  thé
1 Sophos 1 protection, Web jk}l{outer LIIIA‘GI:IIHG_ cho thiét bi
XGS3100 protection, Web | . SG310
server protection internet trang bi tu
- WAN EVN, nim 2016
NPT
Hoat dong song
Checkpoint : song voi Sophos
2 CP560% 1 Base License theog ché P d6 2020
Transparent

H¢ thong may chi, hru triv
H¢ thong server vat ly: Gom 05 chiéc trong d6 03 chiéc trang b1 tur 2002

(43 hong), 01 chiéc sir dung PC thong thuong (trang bi 2017-2018 da hong);
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Chi ¢6 01 chiéc Dell PowerEdge R730 (trang bi 2016) 1a server thuc sy dang

hoat dong, khong c6 server du phong.

Hé thong server 40 hda: Gom cac server chay tng dung E-Office, Domain
controllers va phan mém quan 1y Kaspersky Security Center. Cac server 40 nay
nam trén server vat 1y Dell PowerEdge R730, hién tai ciing d4 hét tai nguyén
RAM, HDD nén hi¢u nang server o bi han ché va khong thé chay thém server
4o nao khac.

GOm 03 thiét bj NAS, phuc vu cho dich vu File va dir 1i€u server do, dung

lwong hién tai du dung trong thoi diém hién tai nhung thiéu khéng gian cho

viéc backup.
Bang thong ké cac thiét bi hé théng may chi luu trix
X a £y~ Nam
STT| Thibt bi 50 | Thong so ki Ghi chu trang
: luwgng thuat bi
I | May chi '
Windows server
2016 Datacenter dé
ao hoa 05 may chu:
CPU Intel Xeon DC chinh; DC du
ES- 2660 vd | e E-Office
1 | Dell R730 1 | RAM 8x4 GB: 6 pKa eff;k Server | 2016
xITB SAS; 2 x lefi’s Y ’
200GB SAS Tai nguyén kha
dung: RAM: Free
6% HDD: Free 14%
2 | HP ML 370 Pa hong 2002
3 |HPTC4100 Da hong 2002
May cha FMIS.
4 | HP TC 4100 1 Da hong Windows server | 2002
2003
léd;r}l;tfm HP Mdéy chu Websites
5 paq | | Dahéng (IIS, SQL server| 2017
8200 Elite 2008)
SFF PC
I1 | Thiét bi luu triv
NetGearRN2120 dle‘; ,ngfﬁy)e[‘;, Flfelg
6 |NAS I | Dung luong raw | | Mg' ‘ 2016
0
618 Luu trir dir liéu qua
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X A £y~ Nam
STT| Thibt bi 50 | Thong so ki Ghi chu trang
: luwgng thuat bi
cac giao thic ftp, .
smb. Dung dé luu
trir E-Office Server.
Sysnology Tai nguyén kha
7 | NAS 1 1618+ Dung | dung: HDD: Free| 2020
lugng raw 48 TB | 17%
Tai nguyén da dung
8 | NAS 1 Nas buffalo 71.3%

1.2.4 Hién trang h¢ thong phan mém tng dung, website hién hiru
Céc dich vy hién hitu dang st dung bao gdm: Quan 1y tai khoan ngudi dung

(AD), cap phat dia chi IP dong (DHCP), phan giai tén mién (DNS), chia sé file.
Tuy nhién, mot sb server trong hé thong nay chay hé diéu hanh cii (Windows
server 2003) khong con dugc hd tro bai hang san XUuAt, khong dugc cap nhat
céc ban va 16i nén tiém an riii ro an toan thong tin. Cac may tinh ngudi ding
dang duoc Join vao hé thong domain nay.

Phan mém FMIS va E-Office: 1a 02 phan mém duoc trién khai theo quy
dinh caa EVN. FMIS d3 dugc thay thé bang phan mém ERP nhung van phai
duy tri server dé phuc vu tra ctru dit liéu cii (khi can thiét). Server nay hién ciing
dang chay nhiéu phin mém d3 hét han hd tro tir hing san xuét nén chi bat khi
phia nghiép vu c¢6 nhu cau. E-Office di dugc thay thé bang phan mém DOffice,
tuy nhién van phai luu trit hién trang may chu va dit liéu theo quy dinh.

Hé thong tng dung web:

Trang web public: NPMB hién dang str dung 1 trang web public c6 dia chi
https:/npmb.vn . D4y 1 cng thong tin chinh cta don vi. Hién nay, may chu
web nay dang dat tai Datacenter cia EVNNPT, do NPTS van hanh. May chu
Web ciia NPMB duoc dat tai phong Datacenter cua NPT. Str dung may chu 4o
trén hé théng cum cluster vat Iy co cu hinh nhu sau : CPU : 8 core 2,6GHz,
RAM : 16 GB, Storage : 200 GB va LAN : 1 Gbps. Ngon ngir st dung cho
website la Asp.net

Trang web ndi bo: Pon vi chua cé hé thong website ndi bo.
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Héi nghi truyén hinh

Ban Quan 1y du 4n cac cong trinh dién mién Bac hién c6 01 phong hop

HNTH sir dung endpoint ctia hing Polycom va hé théng 4m thanh hoi nghi cua

Bosch, dat tai nha A dap ung t6 chirc cudc hop diém - diém téi cac di€m cau su

dung thiét endpoint Polycom cta cac don vi thanh vién hodc ¢ thé tham gia

hoi nghi da diém thong qua MCU cua EVNNPT. Ngoai ra don vi ¢6 sir dung 1

may tinh cai dit cic phan mém hoi nghi nhu zoom, Microsoft Team, google

Meet dé phuc vu céc cudc hop truc tuyén.

Ngoai ra don vi con c6 mot phong hoi truong dit tai ting 5 nha B. Tai phong

hoi truong hién co trang bi hé théng am thanh gém loa va mic phat biéu va mot

man hinh LED.
Bang théng thiét bi hién hitu tai phong hdi truong nha B:
STT Danh muc S6 lwong
I | Hé thong man hinh LED
1 | Man hinh LED 1
2 Bo xtr Iy man hinh LED Listen Vision 1
II | H¢ thong Am thanh
1 | Am ly Spirit 2U-300 1
2 | Amly Toa PA A-1061 1
3 | PauDVD Vitek 1
4 Bo mic khong day BCE VIP-3000 2
5 Pau hanet PlayX One 1
6 | Vang s6 BCE DP 9000 Plus 1
7 electro voice d-6200 1
8 | MGI2/4FX 1
9 Loa hdi truong 4
10 Tua rack 10u

So dd bé tri phong hoi truong ( ghi cha: ban ghé c6 thé bd tri lai phu hop véi

nhu cau sir dung cua moi cude hop)
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So d6 phong héi triwong tang 5 nha B

1.2.5 Hién trang hé thong ha ting phu tro
Tai téng 4 nha A cua NPMB str dung 1 thiét bi luu dién UPS APC 5KVA
kém theo ac quy du phong cap ngudn cho céc thiét bi tai phong may chi

T -
|
1 i !
| ! ¢
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Pon vi hién dang trang bi hé théng camera an ninh, st dung h¢ théng
camera cua hang Hikvision voi 16 kénh IP va dang sir dung 09 camera con du
phong 7 kénh dung cho muc dich mé rong trong tuong lai.

Tai phong may chil di c6 sin hé théng tiép dia

Thiét bi may tinh van phong cho cac CBNV di cil, cau hinh yéu.

1.2.6 Hién trgng l,{hiio sat tai l?C EVNNPT ‘ 7

Hién nay hau hét cac phan mém tng dung dung chung déu dugc trién khai
tai Phong trung tam dit liéu Toéng cong ty Truyén tai dién Qudc gia. Nguoi diung
st dung thong qua trang cong thong tin ndi bo ctia Tong cong ty. Cac ing dung
dung chung cia EVNNPT dang dugc NPTS quan ly van hanh tai Datacenter
ciia EVNNPT tai 18 Tran Nguyén Han.

Thiét bi két n6i WAN v6i NPMB: Tong cong ty dang sir dung thiét bi dinh
tuyén ASR9001, két néi WAN tir NPMB dang di vé mang WAN tong cong ty
qua thiét bi dinh tuyén nay.

XGS4300

SW Core

FG 901G

( LAN Datacenter O)

W 6 e

Cum Website Website Public H¢ thong luu trit

EVNNPT NB EVNNPT NPMB hién hitu

Hé théng backup cua NPT dién duoc trién khai backup 3-2-1: Level 1
(Infortrend GS 3040)-Level2 (Synology RC18015xs+) - Level3 (Infortrend GS
3012R3). Khong gian luu trit hién van con, hoan toan c6 thé dap tmg muc dich

sao luu dy phong cia NPMB
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Trang thong tin dién tir cia NPMB hién ¢6 01 trang web https://npmb.vn
dugc public ra internet 1am cong thong tin chinh. Tuy nhién hién tai website
nay chua duoc cai dat chimg thu sb (certificate) dé dam bao do tin cdy va an
toan truy cép cho nguoi str dung.

Tai nguyén hé thong cung cip cho website cia NPMB sir dung tai nguyén
cua EVNPT duogc dat tai DC cua EVNNPT. Do may chua web tai NPMB bi hu
hong, don vi dd di chuyén website ndy vé trung tam dir liéu cua Tong cong ty.
Tai nguyén hé théng cung cap cho website ciia NPMB sir dung tai nguyén cua
EVNPT duogc dat tai DC cia EVNNPT. May chu duoc cai diat Hé diéu hanh
windows server 2019 13 may cha 4o trén hé théng cum cluster vat 1y c6 céu
hinh CPU (8 core 2,6GHz), RAM (16 GB), Storage (200 GB) va Network
card (01 Gbps). Ngon ngir st dung cho website 1a Asp.net.

2. Yéu cu vé k¥ thuat
2.1 Thiét ke tong thé hé thong
% So d0 thiét ké tong thé hé thong
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Pon vi vé tinh hién hiru
B i XG54300
~ Router Mirotk g
i — (=)
Lop phi
SD-WAN <2 <
o SW Cors
WAN 1000 <
— - s
—
SERVER-ZONE 4 : IS
L / FGO01G
RoDC APP
{‘
‘g ﬂy ¥ Check Poiat -
- e | S e Cum Website Website Public H théng I
2 e EVNNPT NE NPMB NEME i hign i

)
: (
L Wy
Vian Camera Wian HNTH R L R 1 [[=F= _é_ =l

Vian user Vlan Camera Vian HNTH Vian Wifi

NHA A Ghi cha: Nhimg thict bi danh dam vien do

1a thiét bi trang bi bo sung mai trong dw an NHA B

< Thuyét minh:
- Hé théng mang cia NPMB s& duoc chia lam cac ving theo tity theo chirc
nang nhiém vu, giap ting cuong kha ning bao mat, dé dang quan 1y, kiém soat truy cap
cling nhu cach ly rui ro khi can, toi vu hoa hiéu suét:

o Vung may chu (Server Zone): st dung cho cac may chu ung dung, luu

o Vung DMZ (DMZ Zone): sit dung cho may chu vdi cac dich vu dugce
chia sé ra ngoai internet.

o Ving ngudi ding (User Zone): sir dung cho cac thiét bi ngoai vi nhu
may tinh nguoi dung, may in...

o Vung Wifi ndi bo (Wifi internal Zone): sir dung cho ngudi ding két ndi
wifi véi muc dich xu Iy cac cong viéc ndi by, dugc phép truy cap mang ndi bo.

o Vung khach (Guest Zone): st dung cho nguoi dung két ndi wifi khach,
tach biét vdi mang ndi bo.
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o Viung HNTH (Conference Zone): str dung cho hé thong HNTH video

conference

o Ving Camera (Surveillance Zone): st dung cho hé théng camera

o Vung quan tri (Management Zone): st dung cho muc dich quan ly van

hanh, cai dat giam sat hé thong

2.2.

Str dung twong Itra XGS3100 hién hitu lam nhiém vu tudng lira bién internet va
tuong Itra ndi bo (twong Itra core).

Str dung tuong lra CP5600 hién hitu lam nhi€m vu tudong Itra bién WAN.

Str dung 01 Router internet lam nhiém vu chuyén ddi dia chi di internet déng
thoi dam nhén chirc ning can bang tai kénh truyén internet va két ndi L2VPN
giita NPMB va EVNNPT qua kénh truyén internet dé 1am nhiém vu dy phong
ngudi cho kénh truyén WAN.

Str dung 01 Router internet dit tai dau EVNNPT phuc vu két ndi L2 VPN gitra
NPMB va EVNNPT qua kénh truyén internet dé lam nhiém vu dy phong ngudi
cho kénh truyén WAN.

Str dung 01 Router WAN thay thé cho router WAN C2800 hién hitu (muon cua
EVNNPT) lam nhiém vy két ndi kénh truyén WAN dén thiét bi ASR9001 dat
tai EVNNPT.

B6 sung cap switch core lam nhi¢m vu chuyén mach core.

Hé thdng Switch dugc tip trung tai: ting 3 nha A, ting 6 nha B va ting 1 nha
B.

Trién khai cap quang ngoai troi da mot OM3 két n6i hé théng mang giita nha A
va B dam bao bang thong 1én dén 10Gb.

B6 sung cac thiét b chuyén mach access thay thé cho cac switch access hién
hitu dam bao cac két ndi uplink 1én dén 10Gb, c6 kha ning ghép nbi cac switch
vét 1y khac nhau thanh 01 switch logic duy nhat.

B sung hé théng wifi hd tro chudn 802.1 ax, c6 kha ning quan 1y tip trung thay
thé cho hé thdng wifi hién hitu

B sung hé théng switch PoE cip ngudn PoE cho hé thong wifi.
X4y dung phong hop HNTH cho phong hoi trudng ting 5 nha B

Thiét ké hé thong mang LAN

Hé théng mang LAN tai NPMB dugc d8é xuat thiét ké theo mé hinh hai 16p gém:

16p core va 16p access.



Lép Core

Stackwise

Uplink 10G
Lép Access pin

SW Access
SW Access

Theo hién trang don vi dang st dung Switch C3850-24 1am nhiém vu Switch
core. Switch nay duoc trang bi vao nim 2016 dén nay hiang khong con hd trg
ky thuat do d6 khong thé tién hanh nang cép firmware, cAp nhat ban v4 16i, ban
vé 16 hong bao mat do vay c6 riii ro, nguy co gdy mat an toan thong tin rat cao.
Ngoai ra switch core hién tai khong phu hop vé dic tinh k§ thuat cho hé thong
do thiéu cong téc d6 cao, hiéu niang cua thiét bi con thap khong con phu hop
tiép tuc dam nhén vai trd chuyén mach 16i. Vay nén s& st dung Switch nay 1am
nhiém vu chuyén mach cho vung server déng thot [am nhiém vy du phong cho
ving core khi can thiét.

Hé thdng switch core can duoc dau tu 01 cip c6 kha ning ghép cip thanh 01
switch logic duy nhat dé ting hiéu nang va ting kha ning chiu 16i dong thoi dé
dang trong cong tac quan 1y van hanh. Cac switch nay ciing ¢ cac cong uplink
10Gbps dé phuc vu két ndi voi firewall core, Switch access, server va thiét bi
Iuru trir. Cho phép quén tri tap trung qua hé thong Cloud hoic On-Premises thoi
han t6i thiéu 3 nam.

Theo hién trang, h¢ théng switch access hau hét 1a cac thiét bi trang bi tur thoi
diém 2002 - 2003, cta nhiéu hang khéc nhau nhu Draytek, TP-link, Dlink,
cisco... giao dién cong chu yéu 1a loai Fast Ethernet 100M. Mot sb trong cic
switch ndy da hong hodc chay khong 6n dinh, s6 con lai van sir dung duoc nhung
tiém 4n nhiéu rui ro an toan thong tin vi thiét bi da cii, khong con duoc nha cung
cip hd tro ban va cap nhat va khong c6 du phong. Cong tac quan 1y, van hanh
cac hé théng switch nay ciing phirc tap va kho khin. Do d6, dé xuét trang bi bd
sung hé thong switch Access mdi - ¢6 ning luc chuyén mach 16n, dap ung két
nbi Uplink 10G vé switch core, c6 khic ning ghép cip thanh 01 switch logic
duy nhat & mdi khu vuc dé ting hiéu ning va ting kha ning chiu 131 déng thoi
dé dang trong cong tac quan 1y van hanh. Cho phép quan trj tip trung qua hé
thong Cloud hodc On-Premises thoi han tdi thiéu 3 nam.

% Hé théng mang LAN:
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+ Céac niit mang tai NPMB sau thoi gian dai str dung da khong con tot, nhiéu doan bi

xuéng cép bi gi sét, vo bi but hodc bi dat do chudt can hodc do mdi truong bén

ngoai tac dong dan dén tin hiéu thuong xuyén bi chip chon, khéng hoat dong 6n

dinh, khong dam bao tdc d6, nhiét nit khong khong thé str dung. Ngoai ra sau thoi

gian dai dua vao st dung hién nay nhan cép bi mat hodc bi mo nén khong thé xac

dinh nut mang va vi tri nit mang tuong tng. Do do, cong tac bao dudng, sua chira

gap rat nhiéu kho khan. Nhiéu phong sir dung thém thiét bj hub, switch dé chia sé

két ndi mang cho céc thiét b trong phong do cic node mang trén tudng khong sir

dung. Do vy dé xuit:

= Taiphia thiét bi dau cudi: thay thé toan bd cac mit, nhan mang tai dau phia nguoi

dung.

= Tai du phia t network thay thé toan bo Patch Panel, tool lai cap danh diu va
1am gon day. Thay thé toan bd day nhay phia ti rack bang cap dtc cat6; dong

thoi thay méi toan bo ddy nhay phia ddu ngudi dung.

= Bang thng ké vat tr mang hién hiru:

Hop mang | Hop mang | Hop mang | Patch Panel
STT|  Khuwvye don doi ba 24Port
1 [NhaA 62 59 7
2 | NhaB 22 27 20 5
Tong cong 84 86 20 12

+ Thuyec hién thay thé nhan mang, mit mang, thay thé Patch panel dau cudi. Po kiém

tin hiéu danh nhan cap va stra chita thay thé cac niit mang bi hong.

+ So dd két ndi mang cho céc thiét bi ngoai vi:

Day nhay

E Cable mang dic Cable mang cat6
- Patch Panel- 24P Box Mang

Day nhay

=

o bai véi cac nut mang wifi: thye hién kéo méi bang cat6. Doi véoi cac nit mang

cho wifi va camera tai nha A s& thuc hién kéo vé phong Network ting 3 nha A,

di vé tu network dau ndi thang vao switch wifi. P61 véi cadc nit mang cho wifi

va camera tai nha B s& thuc hién kéo vé phong mang ting 6 nha B, di vé ti

network dau noi vao Switch wifi.

o Tainha A, cc cable mang duoc tap trung vé phong Network ting 3. Tai nha B,

cable mang duoc tip trung tai ting 1 va phong k¥ thuét tang 6.
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o Bang tinh toan s6 node mang can sur dung:

Hién trang So
node co0 | switc | switc
Stt Node N(ide y ms;ng h;48 h7\24
Danh muc Node | dang khqng Thl.et can cong | cong
diing s bi thiét
i _ _ dung
NHA A- PIEM TAP
A | KET TAI TANG 3 103 3 0
I | NHA A TANG 1 25 6 19 16 24
P.Vian Thu 103-104 7 1 6 4 5
P.Photo 105 2 2 2
Ph6 P.Tong hop 106 4 1 3 2 3
P.Téng hop 107 4 1 3 4 5
"ll"ggong P. Tong hop ) 1 1 1 )
Tiép cong dan 109 4 1 3 4 5
Tb xe 110 2 1 1 1 2
II | NHA A TANG 2 30 4 26 4 15
Pho GP 204 2 1 1 1 2
P. Hop B 205-206 10 10 2
P. Hop D 207 2 2 2
Phé GP 208 2 1 1 1 2
Phé GP 209 2 1 1 1 2
GD 210-211 2 1 1 1 2
P. L& T4n 203 2 2 1
P. Hop C 201-202 8 8 2
III | NHA A TANG 3 58 20 38 29 38
Truong P. Ké Hoach
203 g - 2 1 1 1 2
P. Ké Hoach 304-305 | 14 3 11 7 9
P. Tai Chinh 306 6 2 4 4 5
P. Tai Chinh 307 6 3 3 4 5
P. Tai Chinh 308 6 3 3 5 6
P. Tai Chinh 309 6 3 3 3 4
P. Ké Toan Trudn
310 &l 2 1 1 1 2
P. Ké Hoach 301-302 | 16 4 12 4 5
IV | NHA A TANG 4 41 17 24 18 26
Truong P. Tham Dinh
104 g - 6 1 5 1 2
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Hién trang So
node c6 | switc | switc
Stt Node N(ide y mzilng h;48 h224
Danh muc Node | dang khoﬁng Thl.et c?l} cong | cong
diing s bi thiét
dung
P. Tham Dinh 405 6 3 3 2 3
P. Tham Dinh 406 6 3 3 3 4
P. Tham Dinh 407 6 3 3 4 5
P. Tham Dinh 408 6 3 3 4 5
Zi 1Hop Lén 409-410- | 5 4 5
P. May 402 5 2 3 4 5
B. | NHA B- PIEM TAP 20 )
1 | KET TANG 1
I | NHA B ting 1 33 7 26 15 20
101 11 3 8 8 10
102 16 3 13 6 8
103 6 1 5 1 2
B. | NHA B- PIEM TAP 86 5
2 | KET TANG 6
II | NHA B ting 2 31 10 21 24 31
201 4 2 2 1 2
202 7 1 6 6 8
203 14 5 9 12 15
204 6 2 4 5 6
III | NHA B ting 3 26 16 10 23 30
301 2 1 1 1 2
302 12 5 7 11 14
303 6 5 1 5 6
304 6 5 1 6 8
IV | NHA B ting 4 29 12 17 14 19
401 2 2 0 1 2
402 6 3 3 3 4
403 7 4 3 4 5
404 14 3 11 6 8
V | NHA B ting 5 2 2 0 3 4
Phong hdi truong 2 2 0 3 4
VI | NHA B ting 6 0 0 0 0 2
Nha an 2
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o Bang téng hop s6 Node mang, Patch Panel, Switch dé xudt cho hé mang ndi bd

co day:
) Patc S6
So Hoo | Hé h nut | Switch | Switch | Switch
ST node °P P | pane mang | Access | Access | Core
Khu vue man | man -
T : man dﬁi l;a 1 Sur 24 48 24
g 8 8 24Po | dung | cong cong cong
rt
1 Nha A 7 103 3 2
) N£1a B - 273 | 107 20 5 86 )
tang 6
3 N{la B- 0 20 1
tang 1
Két noi
mang gilra
phong
4 Network va 2
phong may
Nha A
Tong cong | 273 | 107 20 14 209 1 5 2

+ Can cur vao bang tinh & trén, s6 luong switch can trang bi nhu sau:

o Switch Core: Trang bj 02 Switch core loai 24 cong, c6 tdi thiéu 4 cong uplink
10G, c6 san cong tbe d6 25GbE trd 1én cho phép ndi cac switch vat 1y khac nhau
thanh 01 switch logic duy nhat, giup d& dang trong khau trién khai, quan 1y va
van hanh. Pugc quan tri tdp trung qua hé théng Cloud hoac On-Premises.

o Switch Access:

= Tainha A, trang bi 03 switch access 48 cong, 4 cong uplink 10G. C6 cong nghé
ghép ndi cac switch vat 1y khac nhau thanh 01 switch logic duy nhat. Cho phép

d& dang trong khau trién khai, quan 1y va van hanh. Tat ca cac switch tai nha A

dit tai phong Network ting 3 nha A. Puoc quan tri tip trung qua hé thong Cloud

hoac On-Premises.
= TainhaB:

Tai tAng 6: trang bi 02 switch access 48 cong,4 cong uplink 10G. C6 cong nghé
ghép ndi cac switch vat Iy khac nhau thanh 01 switch logic duy nhat. Cho phép d&
dang trong khau trién khai, quan 1y va van hanh. T4t ca cic switch tai ting 6 nha A
dit tai phong k¥ thuat. Pugc quan tri tap trung qua hé théng Cloud hodc On-Premises.

Tai ting 1: Trang bi 01 switch access 24 céng. Puoc quan tri tip trung qua hé

thong Cloud hoizc On-Premises.




- Thuyc hién thi cong cap quang phuc vu két nbi hé théng mang tir phong k¥ thuat tang 6
nha B vé ting 3 nha A. Str dung cable quang multimode 12FO loai ngoai troi, hai dau
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trang bj 02 ODF quang 12FO, diy nhay quang OM3 loai 3m phuc vu két ndi

- So dd két ndi tuyén quang:

Cable quang 12FO, OM3 ngoai troi |

ODF 12FO

SW Access

RACK NHA B TANG 6

- Dé phuc vy két ndi dir liéu cho hé théng phong may chu tai ting 4 nha A. Trién khai hé

ODF 12FO

SW Core

RACK NHA A TANG 3

thong cable link két nbi giita ting 3 va ting 4 nha A nhu sau:
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Cable trunk 24FO

— MPO-24

] SW CORE

|
| |
| |
| |
| |
| |
| |
: PATCH PANEL 24P : 24X Cable CAT6
| |
| |
| |
| |
| |
| |
|

RACK NHA A TANG 3

So d6 nguyén Iy két ndi hé théng mang LAN:

PATCH PANEL 24P

RACK NHA A TANG 4

MPO-24 u

SERVER, NAS H

NAS B
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SW CORE 01 SW CORE 02

1 —_—— A

————————————————————————— = I
R - L ! > ]
I oo |
I | | | | o »n
| = o I
| 3] [ | | 8 = I
. L =
I : Lo | 2 &l
- | P ! 5700
] | P ! > '
13 | ] ! g 2 :
15 g | o | e
| 13 = | | L2 & | |
| 2 ER | b2 |
| I & | | | [ I
- H | | |8 _ 4 |
I e g | | | | |
P | | | | o |
- | l | S '
= e ! l | > & '
P | | | | |
P | , | | |
P! | | | |
| [
L | | I | '
il
| | | |
| | |
|
| |
| |
| |
| |
| |

% H¢ thong WiFi:

+ V& hé thong access point hién hitu, NPMB sir dung cac thiét bi cia nhiéu hang khac
nhau, do d6 khong c6 tinh dong bo, khong co kha ning quan 1y tap trung ciing nhu
khong c6 kha ning roaming mang cho nguoi dung khi di chuyén, dong thoi tinh ning
bao mat kém do khong dugc quan 1y. Do d6, dé xuat nang cap ha tang wifi cho phép
quéan 1y tap trung, chay & nhiéu bang tan 2.4 Ghz, 5Ghz va 6 Ghz; hd trg chuan 802.1ac,
ax. Hé thong kha niang chiu tai t6t, kha ning Roaming hd trg chirc nang wifi marketing
dé thuan tién cho cong tac truyén thong khi can. Sir dung bo phét wifi giao dién cong
hd trg chuan Multi Gigabit cho cac vi tri tai phong hdi trudng, phong hop 16n va nha an.

Dbi v6i cac vi tri khac str dung bo phat wifi hd trg giao dién cong 1Gbps.

+ Cian clr vio mit bang tdoa nha NPMB, sd luong access point dé xuat va dugc phan bd
nhu sau:
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Nha Tang Wifi Ghi chu
1 5 Chi tiét theo ban vé&
A 2 5 Chi tiét theo ban v&
3 5 Chi tiét theo ban vé
4 5 Chi tiét theo ban vé&
1 2 Chi tiét theo ban vé
2 2 Chi tiét theo ban vé
A 3 2 Chi tié:t theo ban vé
4 2 Chi tiét theo ban vé
5 2 Chi tiét theo ban vé&
6 1 Chi tiét theo ban vé&
Tong 31

+ Trong d6, s6 luong wifi 1ap dit tai phong hoi truong, phong hop 16n va nha an nhu sau:

Nha Tang S6 lwgng Wifi Ghi chi
A 4 Phong hop 16n 2 Chi tiét theo ban vé&
. 5 P}t‘fé‘fn Ig“"l 2 Chi tiét theo ban vé
6 Nha an 1 Chi tiét theo ban v&
Tong 5

Dé dap tng ha tang trién khai hé théng wifi 6 tdc do cao, cin trang bj cac switch h trg
ddng thoi ca cong Gigabit (1Gb) va cong Multi Gigabit (2.5Gb). Ngoai ra cac switch ndy
phai hd trg cp ngudn PoE ¢ cong suit dap tmg cho cac bd phat wifi. Cac wifi & toa nha
nao s& dugc kéo vé switch wifi clia toa nha d6. Tong sé luong cong Multi Gigabit phai
dap tmg ti thiéu sé lwong b phat wifi & mdi tda nha. Cac switch nay sir dung cong
uplink 10G SFP, dap tmg kha ning dy phong ti thiéu N+1 cho hé thng switch PoE &
mdi tda nha. C6 cong nghé ghép ndi cac switch vét 1y khac nhau thanh 01 switch logic
duy nhat. Puoc quan trj tip trung qua hé théng Cloud/ On-Premises. Tét ca hé thong wifi
phai duoc quan 1y tip trung trén mot hé théng dong nhét cho ca hé thong switch va wifi

trong du an.

Cin ctr theo bang tinh & trén, tai nha A trang bi 18 bo phat Wifi 6, giao dién cong 1G
Gbps; 2 bd phat Wifi 6, giao dién cbng 2.5 Gbps; 2 Thiét bi chuyén mach cip ngudn
PoE cho hé théng wifi loai 1. Tai nha B, trang bi 8 bo phat Wifi 6, giao dién céng 1G
Gbps; 3 bd phat Wifi 6, giao dién cbng 2.5 Gbps; 2 Thiét bi chuyén mach cip ngudn
PoE cho hé théng wifi loai 2.

So d6 két nbi nguyén 1y hé thong wifi:
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APO2

Switch PoE loai 1

Switch PoE loai 1
NHA A

Switch PoE loai 2
Switch PoE loai 2

NHA B
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- So dd két ndi nguyén Iy tich hop hé théng wifi vao hé théng mang:

S SW CORE 02

SW CORE 01

Wireless Controller

SW Access 48P
uplink 10G

Stack<:>

| I
|

! I
| |
! |
! |
; I
| |
! |
! I
I [
| [
I SW P%ccess 48P @ |
| uplink 10G |
| |
! |
! |
| ==
| SW Hién hitu |
| I
| I
! |
! |
! |
1

[

I

I

|

|

|

SW Access 48P
uplink 10G

Stack Swiatch

e

ﬁ SW Hién hitu
==

HT SWITCH SW WIFI NHA A

HT SWITCH SW WIFI NHA B

< Thiét ké hé thong quan tri:

- Pé phuc vu cong tac giam sat ciu hinh thir nghiém hé thong, cong tac quan tri van
hinh hé théng, dé xuét trang bi 01 may tinh laptop cau hinh t6i thiéu nhu sau:

+ CPU: AMD Ryzen™ 7 (3.30 GHz up to 5.10 GHz) hoéc Intel Core Ultra7
(12M Cache, up to 5.20 GHz)

+ RAM: 16G;
+ O cing: 512G SSD;
+ Hé diéu hanh: Ban quyén Windows 11 Home
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+ Man hinh > 16inch WUXGA (1920 x 1200), IPS, 300 nits
+ Phu kién di kém: Bao 16, chudt khong day.
% So dd mang phén 16p:
MODULE EXTERNAL FW & INTERNET

MODULE INTERNAL MODULE CORE

Mgt Zone DMZ Zone
Don vi vé tinh
@ & : 23
o~
( D
WIFI GUEST ZONE /s’
SRV Zone
EMIS E-Office RoDC

Pon vi vé tinh

LR

2 S e—
FITR —N ) eeaaaea- b
XGSSIOOF ’ = [ m
TR Tr i e .

Kaspersky Server

USER ZONE

& &

|
I
|
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
I
|
1
|

Q >
@ Core Switcl S,
= N - -
~ Pon vi vé tinh
. [(
HNTH ZONE (Check Poin \ T X K
CP5600 I
B L_B_
- -
=

Ghi cha

______________ Dich vu internet bang thong rong-
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D CP5600 dong vai tro 1a Wan Firewall, bao vé
hudng két noi WAN

2.3. Thiét ké hé thong kénh truyén
- Theo hién trang, NPMB hién dang thué bao 03 dudng truyén internet. Trong d6
01 duodng truyén 150Mbps ding cho mang wifi tach riéng va 02 duong truyén
IP tinh 200Mbps dung cho hé théng mang LAN. Dé gitp giam tai cho firewall
cling nhu dé t6i vu sir dung 03 dudng truyén nay, dé xuat sir dung 01 bo Router
internet 1am nhiém vu giao tiép voi nha mang va chuyén doi dia chi di internet,

cling nhu 1am nhiém vu can bang tai.

- Dé xuat don vi NPMB nang cdp cac kénh truyén hién hiru 1én toc d6 tdi thiéu
500Mbps (trong nudc).

- Dbi véi két nbi WAN tir NPMB vé EVNNPT: theo hién trang NPMB dang sir
dung Cisco 2811 do NPT cho mugn ddng thoi router nay chi dap tng két ndi
WAN 100Mb. Do d6, dé xuat trang bi bd sung thém 01 router WAN thay thé
cho router C2811 (tra lai EVNNPT) vdi tbi thiéu 02 WAN vdi bing thong toi
thiéu 1Gb. Trang bi module single mode loai 1G cho router WAN mdi va Router
ASRO9001 hién hiru tai EVNNPT.
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- Puodng truyén WAN két ndi NPMB véi EVNNPT chi c6 duy nhét 1 kénh WAN

qua hé thong cap quang chung ctia EVNNPT nén c6 rai ro rat 16n, khi mét két
ndi vé vat ly thi cac phﬁn mém dung chung va dich vu ndi bd chay qua WAN,
cong tac sao luu vé EVNNPT sé bi gian doan, hodc thdm chi tam dung. Puong
két n6i vao WAN 13 dudng quan trong nén can co giai phap du phong khi dudng
nay bi sy ¢b vé cap quang. Do d6 dé xuat trang bi b sung 02 modem internet
(01 modem lap dat tai NPMB va 01 modem lip dit tai EVNNPT) tai phia dau
EVNNPT sir dung kénh truyén internet v6i IP public tinh hién hiru Tong cong
ty cap dé tao két ndi L2 VPN giita NPMB va Tong cong ty dé thiét 1ap kénh
truyén WAN qua dudng truyén internet du phong ngudi khi kénh WAN chinh

gian doan.

- Ngoai ra, dé phuc vu cong tac quan ly diéu hanh cic du an cua Ban tai cong

treong, NPMB can c6 phuong an két ndi duoc voi cac don vi vé tinh. Dé dap
g cac yéu cau trén, dé xuét str dung giai phap SD-WAN gitp tdi ru hda dudng
dan cho truyén tai dir liéu 16n, ddm bao tinh toan ven dit liéu cao, két ndi an
toan. Dé xuét str dung giai phap SD-WAN cuta Sophos dé phu hop véi tudng

Itra Sophos hi¢n hiru.

So d6 két ndi giai phap két ndi internet, két n6i WAN va cac don vi vé tinh:

__________________________

/s
7S

FG 901G

( LAN Datacenter

odem |
inter
XGS 3100

Hién hitu

Check Point
CP5600 hién hiru

2.4. Thiét ké hé théng twong lira
- Trong mot hé théng CNTT dap g day dil yéu cau vé an ninh thong tin thi hé thong
tuong lira (firewall) ludn déng vai tro trung tim dé kiém soat géi tin gitra cac 16p mang

con cac hé thong con lai dong vai tro vé tinh két ndi v6i hé théng trung tim nay. Do do,
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hé théng firewall thuong duoc xem xét dau tién va chiing phai c6 dii nang lyc dé thyuc
hién cong viéc diéu phdi trung tim nay.

- NPMB c6 02 thiét bj firewall 1a Sophos XGS3100 va Checkpoint CP5600, ca hai thiét
bi déu chua lap module chira cong két ndi téc do cao, vé nang lyc va tinh ning thi
XGS3100 ndi troi hon CP5600 vé hiéu ning, c6 sin 2 giao dién 10G SFP, co sin gidy
phép bao v¢ mang (Network Protection) va bao v¢ ngudi dung Web (Web Protection).
Pé ting cuong bao mat cho hé théng mang cia NPMB dé xuat sir dung tuong lira
XGS3100 lam nhi¢m vy tuong Itra bién internet va tuong ltra ndi bo (tudong hra core),
tudng lira CP5600 1am nhiém vy tuong lira bién WAN bao vé hudng kénh truyén WAN.

- Dé dap ung duogc vai tro firewall core thi thiét bi can phai c6 cong két ndi téc do cao
cling nhu ¢6 du ning lyc va tinh ning can thiét. Do d6 can trang bi bd sung 2 mé dun
quang 10G SFP gan trén XGS3100 dé phuc vu két ndi 10G ti switch core.
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- So d0 nguyén Iy hé thong tudng lira dé xuit cho NPMB:

Modem Internet Balancing Router WAN

XGS 3100
Hién hiru Check Point

CP5600 hién hitu

( LAN NPMB O)

NPMB
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- So d0 Logic dé xuat:

MODULE INTERNAL MODULE CORE MODULE EXTERNAL FW & INTERNET

Mgt Zone DMZ Zone
Pon vi vé tinh

WIFI GUEST ZONE

EMIS E-Office RoDC

Pon vi vé tinh

Kaspersky Server

USER ZONE

N
XGS3100)
!

|
I
I
I
[}
|
I
[}
I
[}
I
I
1
I
[}
I
I
}
SRV Zone |
I
I
I
|
I
[}
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I
I
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I
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I
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I
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|

Check Poinfs |

CPs600 [t ! o
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Pon vi vé tinh
HNTH ZONE
5 B8
. —
| Router WAN
;

Sodt:

Ghi chi

Wifi Internal Zone Dich vu internet bang thong rong-

3G/4G/DSL/Cable
— 7Z— Kénh truyén
D XGS3100 vira dong vai tro 1a Core Firewall, virg

@ P )
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} dong vai tro la External Firewall
I

I

Q CP5600 dong vai tro 1a Wan Firewall, bao vé
hudng két néi WAN

- Ngoai ra, dé ting cuong 16p bao vé phia may chu va may tinh ngudi ding. NPMB
dang str dung phan mém Kaspersky Endpoint Security for Business do Téng cong
ty ddu tu tAp trung giup bao vé may cha va cac may tinh nguoi ding khoi virus, cac
phan mém gian diép, Trojans, sau, r6 bét va hang loat cac mdi de doa khac. Do d6
trong dy 4n nay khong can trang bi phan mém Endpoint Security cho ngudi ding
dau cudi.

- Phuong 4n quan 1y truy cap, quan trj hé thdng tir xa an toan: trén thiét bi twong lira
XGS3100 cau hinh chitc ning VPN, viéc truy cp tir xa s& thong qua cac tai khoan
VPN nay, viéc truy cap duoc tuong lira ghi log va ngudi quan tri thuong xuyén kiém
tra, thiét lap chinh sach truy cp cho phan ving VPN.

- Phuong 4n quan 1y truy cip giita cac ving mang va phong chdng xam nhap: viée
truy cdp giita cac ving déu phai di qua tudng Iira, thiét 1ap chinh sach, quyén truy
cap cho tirng vung.

- Phuong an du phong cho céc thiét bi mang chinh: d6i voi cac thiét bi quan trong nhu

switch core s€ trang bi 1 cap duoc d4u nbi stack switch dé dam bao tinh sin sang
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cho hé thong, truong hop 1 switch tam dimg hé théng van hoat dong; cac duong
uplink s& dugc dau nbi t6i thiéu 2 két ndi theo hai hudng.

- Hé théng mang NPMB can duoc phan tach theo chirc nang va mirc do bao mat, thuc
hién kiém soat truy cép gitta cac ving mang. Mang dugc khuyén céo phén tach cang
nho cang tot néu c6 thé ap dung duoc, tuy nhién cin cit Quyét dinh 168/QP-EVN
ngdy 23/02/2023 ciia Tap doan Pién luc Viét Nam vé viéc phé duyét Dé an “Pam
bao an toan thong tin cho h¢ théng thong tin cua Tap doan DPién luc quéc gia Viét

Nam giai doan 2023-2028” can chia thanh t6i thiéu cac ving theo mirc d6 bao mat

nhu sau:
Mirc Vung mang Chirc nang
| Vung mang cong cong | Cung cap ung dung/dich vu public
DMZ/Internet ra bén ngoai Internet
Cung cip tmg dung/dich vu ding
3 Vung mang noi b - Internal chung trong ndi bd toan mang PC

mién (WAN)

4 | Ving mang nodi b hé thdng dir liéu (Sensitive Internal Systems)

Gom cac may chu phuc vu hé théng

N :
System: nhu DNS, Domain Controller,..

2.5. Thiét ké hé thong may chi, luu trir

- Hién nay, Cac phan mém diung chung nhu DOffice, IMIS, ERP, HRMS... déu duoc
Téng cong ty trién khai tap trung trén cong thong tin ndi bo, tng dung va co sir dit lidu
ctia phan mém dit tai trung tAm dir lisu EVNNPT, ngudi dung tai NPMB chi can st
dung trinh duyét dé két ndi va sir dung phan mém thong qua internet. Do d6 dé téi uu
chi phi dau tu, du 4n nay khong d& xuit trang bi may chi méi, cac tmg dung dich vu hién
hiru ctia don vi van khai thac va sir dung trén may cht R730 hién hiru. Ddi v6i tai nguyén

cho may chii web dé xuit sir dung tai nguyén sin c6 tai TTDL cua Tong cong ty.

- Hién nay cac phan mém dung chung ctia Téng cong ty EVNNPT déu sir dung tai khoan
do hé théng Domain Controller ciia Téng cong ty quan 1y. Do d6 dé thuén tién cho ngudi
ding ciing nhu don gian hoa trong cong tic quan tri, dé xuit NPMB trién khai hé thong
Read Only Domain Controler (RODC) servers két ni dén hé thong Primary Domain
Controller (PDC) ctia Tong cong ty.

- Dé t6i uu chi phi dau tu ciing nhu tdi uu ha ting phan cimg. Dé xuét tiép tuc str dung giai
phép 4o hoa, gitip mang dén cho nguoi ding mét nén tang 4o hoa manh va linh hoat, ¢6
kha ning mé rong, tinh tin cdy va san sang cao. Kha ning phuc hdi nhanh chéng. Nén
tang 40 hoa hién nay phd bién nhét 1a Vmware va Hyper-V. Hién hiru don vi dang sir
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dung hé théng 40 hoa Hyper-V dugc tich hop san trong hé diéu hanh Windows Server
Standar 2016 hién hitu. Do d6, dé xuét tiép tuc str dung hé thong giai phap 4o hoa Hyper-
V hién hiru.
- Trén R730 sé& thuc hién 40 hoa dé tao ra cac may chu do.

+ Virtual Server RODC.

+ Virtual Server E-office.

+ Virtual Server FMIS.

+ Virtual Server Kaspersky Security Center.

- Trién khai may chit RODC két nbi dén hé théng Primary Domain Controller (PDC) ctia
Tong cong ty. Trién khai dich vu DHCP, DNS cho hé théng. Thuc hién Join Domain
cho cac may tinh nguoi ding. Di chuyén dit liéu profile hién hitu sang hé théng méi.

% Giai phap sao luu:

- Cac dir liéu duoc sao luu:

+ Sao luu cac may chi 4o trén hé théng Hyper-V.
+ Sao luu cAu hinh cta céc thiét bi FW, Switch. ..
+ May chit Web (sao luu theo hé thdng ciia Tong cong ty)

- Phuong phap sao luu: thuc hi€n phuong phap sao luu thi cong, thyc hién khi dir ligu co

sy thay doi.
- Dit liéu sao luu duoc luu trit trén 6 cing trén may chu hién hiru.
- Dit liéu quan trong duogc backup lan 2 qua cac thiét bi luu trir NAS DS1618+ hién hitu.

- Dir liéu sao luu 1an 3 dugc luu trit trén hé théng luu trit ciia Tong cong ty. Tong cong ty
cap cho don vi.
2.6. Thiét ké hé thong HNTH
- Dé nang cao hiéu qua quan 1y, diéu hanh san xuit cia NPMB, nhu cau st dung va to
chire cac cude hop, hoi nghi trire tuyén ngay cang nhiéu. Tuy nhién, chi v6i 1 phong hop
HNTH hién hiru cua don vi khong thé dap tmg. Do d6, dé xuit bd sung hé thong HNTH
cho phong hoi truong tai toa nha B voi kha ning hd tro t6 chirc cude hop truc tuyén
thong qua cac nén tang Zoom, Google Meeting, Microsoft Teams, Polycom cing véi
céc gidy phép twong tmg. Cu thé nhu sau:
+ Trang bj 01 thiét bi HNTH dau cubi (endpoint Video Conference): ¢ thé trién khai
cac cudc hop voi h¢ thé)ng Polycom hién hiru déng thoi ¢6 thé trién khai cac cudc

hop trén nén tang phan mém khac nhu Zoom. ..
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+ Trang bi 01 may tinh hdi nghi: phuc vu cai dat cac phﬁn mém hoi nghi nhu Zoom,
Google Meetting, diéu khién cudc hop khi can thiét hodc du phong cho thiét b
HNTH dau cubi (endpoint Video Conference)

+ Hé théng am thanh hoi nghi.
+ Trang bi vat tu phuc vu két ndi.

+ Sir dung License Zoom pro, Microsoft Team hién c6 (NPMB mua ban quyén hang

nam).

- Pé xuit so d6 két nbi hé thdng HNTH tai phong hoi truong:

MAN HINH LED HIEN HUU

Cable tin hi¢u

‘ B6 x( ly hinh hanh hién hitu

A
Cable HDMI
Hé théng mic héi nghi }—‘ Enpoint Video Conference } ‘

Camera hdi nghi

(Cable tin hi¢u

ii \ { } MIXER } } AmLy }—

MIC khong day

Pham vi dé xuat danh muc thiét bi chinh cho hé thong HNTH, hé théng am thanh hoi
truong:

STT | Danh muc Pon vi | S6 lwgng

1 Thiét bi hop HNTH dau cuoi (Enpoint Video Chie 1
Conference)

2 | May tinh hoi nghi Chiéc 1

3 | Bo chiahinh 2 vao 4 ra Chiéc 1
Hang muc 4m thanh

4 | Bo diéu khién mic hoi nghi Chiéc

5 | Mic chu toa Chiéc 1

6 | Mic dai biéu Chiéc 20
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7 | Loa hoi nghi am tran Chiéc 12

8 | Am ly quan Iy loa hoi nghi Chiéc 1

9 | B6 mic khdong day Chiéc 1

10 B quan ly ngudn dién cho hé thong am Chiée 1
thanh

11 | Ban trOon am thanh Chiéc 1

2.7. Thiét ké hé thong camera

- Tai NPMB hién da c6 hé théng camera an ninh, st dung hé théng camera cua hang
Hikvision va dau ghi van con kénh trong. Do d6 trong dy 4n nay chi can bd sung thém

02 camera trong d6 01 camera gan bo sung tai hanh lang ting 5 nha A va 01 camera lip

dat tai hanh Lang nha B.

&

PC gidm sit

Cable mang caté

=

NVR-16CH

WiFI

Smart Phone gidm st

Switch-45P

2.8. Thiét ké hé théng ha ting phu tro

- Pé dam bao ha tﬁng két ndi phu trg cho hé théng, can cur vao ha tﬁng hién hitu. D&

Cable mang cath

Cable mang catt

Cable mang caté

xuit bo sung cac thiét bi cho ha t'?mg phu trg nhu sau:

+ B6 sung 01 ti rack 6U, loai treo tuong thay thé cho tu thiét bi dit tai tang 1 nha
B:; b6 sung 01 ti rack 42U ldp dit tai phong thong tin tang 3 nha B.

+ Bo sung 01 UPS 10KVA.,

+ 05 thanh nguén PDU ( 2 thanh ngudn lap dit tai til thong tin; 2 thanh ngudn

'

!

-

1P CAMERA

1ap dit tai ta server, 1 thanh ngudn lap dit tai ting 6 nha B).

+ So do két noi nguon:
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Pha 1
Pha 2
Pha 3

Trung tinh
NHA A-T4 ‘
| CAT SET<P CHad P34 |

NGi st hign hitu

CH=4P=124 CHa4 324

P IOEW A UPS-3KWVA
M Hién bz

MHA A-T3
Tan dung co so ha tﬁng, mot phﬁn trang thiét bi mang, hé théng tiép dia, nguén dién
,UPS (néu c9) ... dé phuc vu cho Dy 4n.
Giai phap mit bang lap dit: Mit bang lap dit hé théng CNTT tai phong méy ch,

phong may chu hién hitu, duoc bd tri phu hop véi mit bang bb tri thiét bi va cac

hang muc xay dung hi¢n co.

Nguon dién: Str dung hé thong cip ngudén AC hién hitu két hop bd sung thém ti dién

mdi cap dién cho hé¢ thong cac thi€t bi trong phong may.
Dén chiéu sang: St dung céc dén chiéu sang co san.

Piéu hoa: St dung diéu hoa sin co trong phong may lam mat cho hé thong hién hiru.

2.9 Thiét ké hé thong may tinh vin phong

Hién nay, nhiéu may tinh desktop va laptop cia CBCNV duoc trang bi dé l4u (trén
8 ndm) nén da hu hong, cu hinh thap, chi tuong thich véi cac hé diéu hanh cii nén
khong twong thich dugc véi cac ing dung dich vu méi vi thé khong dap tng duoc
yéu cau cong viée. Hau hét cic may tinh déu chay hé diéu hanh cii khéng con duoc
hd tro cap nhat ciing nhu fix cac 16 héng an ninh tir hing san xut gdy mat an toan
thong tin. Ngoai ra, don vi cling can trang bi thém céc thiét bi lvu trit di dong c6 do

bén cao dé thuan ti€n hon khi lam viéc tai cac cong trinh.
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- Can ctr vao hi¢n trang ciing nhu nhu cau st dung, danh muc may tinh dé xuat bo

sung thay thé cho ngudi dung nhu sau:

STT | Danh muc Yéu ciu tdi thiéu S6 lwgng
1 | May tinh xach tay 20

> AMD Ryzen™ 5 (3.50 GHz up to 4.90

Bo6 vi xtr li GHz) hoac Intel Core Ultra5 (5.10G 24
MB 14 cores 65W)

B nh6 RAM > 16 GB, DDR5-5600MHz

O cimg > 512G SSD

Man hinh 1§" WUXGA (1920 x 1200), IPS, 300
nits

Pau doc van tay Co

Camera mat trudc 1080P FHD IR

Wireless Wi-Fi 6E + Bluetooth 5.3

LAN RJ45 Gigabit Ethernet

Cong USB-A > 02
Cong USB-C > 02

Cong két noi to1 thi€u

Cong HDMI > 01

> 1x 3.5mm Combo Audio Jack
Pin Pin Li-ion dung luong > 3-cell, > 45Wh
Sac 65W USB-C

Tai xé&ch, chudt quang khong day

Phu ki¢n (Wireless Optical Mouse) chinh hing

- H6 trg Dual TPM hoic TPM 2.0
Embedded Security Chip (Common
Criteria EAL4+ Certified) + Secure
Erase

- Self-healing BIOS hoac BIOSphere
- Certificate-based BIOS authentication
hodc BIOS Recovery + BIOS Update via

Tinh nang bao mat

Network
- FIDO Authentication hoac Sure
Admin
Hé diéu hanh Windows 11 Home
Bio hanh Bdo hanh chinh hang 01 nam tai noi su
dung
Chimg chi MIL-STD-810H; ENERGY STAR®
certified; RoHS; EPEAT; TCO Certified
, | My tinh dong bo dé 15
ban
> Intel Core UltraS (5.10G 24 MB 14
Bo vixu ly cores 65W) hoac AMD Ryzen™ Al 5

(2.00 GHz up to 4.40 GHz)

B nh6 RAM > 16 GB, DDR5-5600MHz
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STT | Danh muc Yéu cau toi thiéu S6 lwgng
> 1 x 512 GB  SSD;
> 1TB 7200RPM SATA 3.5in

Cong USB-A > 02 toc do 5Gbps

Cong USB-C > 01 téc do 5Gbps

1 x Jack combo

2 x USB Type-A  (5Gbps)
2 x USB 2.0 Type-A

Cbng két ndi mat sau | Cong HDMI > 01

Cong DisplayPort > 01

1 x RJ-45 (LAN)

Hé diéu hanh Ban quyén Windows 11 Pro 64

- Hb tro chip bao mat: ESC (Endpoint
Security Controller) hodc Discrete TPM
2.0 + TCG certified + FIPS 140-2
certified

- Bao vé BIOS/Firmware: Sure Start +
Tinh nang bao mat BIOSphere + BIOS Recovery hoac
Administrator/ Hard disk/ Power-on
password + Secure Boot + cover tamper
detected + config change detection;
- Ho tro Sure Recover (tu dong, nhanh,
an toan, tu xa) hoac Secure Wipe;

O cimg

Cong két noi mat
trude

Chirng chi hd trg ENERGY STAR certified; EPEAT
Bio hanh Béo hanh chinh hang 01 nam tai noi su
dung
Ban phim, chuot Co, dong bo case
3 | Man hinh may tinh 15
Yéu cau chung DPdng bo voi case may tinh dé ban
Kich thudce 23.8 inch, Full HD (1920x1080)
Do sang: 250cd/m2
Tan s6 quét Max 100Hz
2 £ A- 1 X HDMI 1.4
Cong két noi | x VGA
Béao hanh 3 nam tai noi st dung (Onsite Service)

2.10 Thiét ké hé thong website ndi bd

Tén mién website ndi bo sir dung tén mién con do téng cong ty cap https://home-
npmb.npt.com.vn

2.10.1 Pham vi mé6 dun cong vi€c

- Giao dién céng thong tin ndi bo cua NPMB theo thiét ké déng nhét trai nghi¢m cua
hé thong EVNNPT Portal
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- Trién khai Service hd tro chiing thyc tai khoan ngudi dung trén cac trang web theo
tai khoan AD cua EVNNPT. Nho do, cac user trong NPMB stir dung mot tai khoan
dé dang nhap cac dich vu trén trang NPMB Portal va EVNNPT Portal.

- Thyc hién giai phap k¥ thuat dé trang web tuong thich véi cac loai trinh duyét va

thiét bi (Xem dugc trén céc thiét bi Mobile véi giao dién dién thoai).

TT

Hang muc

Tinh nang trang web (Danh cho ngudoi dung)

Lich tuin ciia co quan Tong cong ty

- Hién thi Lich tudn cta Lanh dao NPMB, cac Phong/Bo phan, cua ca
nhan trén trang NPMB Portal
- Xem lich tuan theo cac ngay trong tudn, cho phép xem lai toan bd
lich tudn trong qua kha, cac lich tudn trong twong lai.
- Cho phép thém thanh phan chi tiét di hop & giao dién lich tuan.

Tin tirc tir trang cong thong tin dién tir

- Hién thi danh sach cic tin tirc méi nhét cua trang cong thong tin
dién tir cia NPMB

- Nguoi dung bam vao tin tirc s& mé ra tin tic do tai trang cong thong
tin dién tur.

Chic mirng sinh nhat
- Thong bao chiic mung sinh nhat 1anh dao va CBCNV cuia NPMB
theo ngay lam viéc.

Van ban phap quy

- Hién thi danh sach vin ban phap quy c6 hiéu luc méi nhét cua
NPMB; Danh sach vin ban phap quy méi hét hiéu luc.

- Nguoi dung bim vao vin ban phap quy s& mo ra vin ban phap quy
do6 trén trang thu vién tai liéu cia EVNNPT.

Danh ba

- Hién thi danh ba NPMB; Loc danh ba theo Co quan/DPon vi,
Phong/ban, Tén nguoi dung

- Xuét danh ba ra file Excel, Ggoogle CSV, I0S vCard

Piém b4o

- Hién thi danh sach diém bdo, xem chi tiét diém bao, tai file dinh
keém.

- Chirc ning tim kiém, xuét excel két qua tim kiém

Thong bao:

- Hién thi danh sach thong bao, xem chi tiét théng bao, tai file dinh
keém.

- C6 nhiéu loai thong bao: thong bao chung, thong bao vé an toan thong
tin,

- Chirc ning tim kiém thong bao, xuit excel két qua tim kiém.

Lién két trén web cong thong tin ni bd
- Cac lién ket t61 cac phan mém dung chung ctia Tong cong ty NPT va
cia NPMB nhu D-Office, HRMS, PMIS, IMIS,
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TT Hang muc
- Lién két t6i cac trang web ctia EVN, céac don vi trong EVN, cac don
vi true thudc cia EVNNPT
- Lién két dén cac Trang gi6i thiéu, Co cdu t6 chic cia NPMB trén
cong thong tin.
- Lién két trén Header, Footer cuia cong thong tin ndi bd
Banner trén trang cong thong tin ndi by
9 |- Hién t,hj banner tai cac vi tri Iya chon trong quan tri ,
- Khi bam vao banner, ngudi dung truy cap tdi trang, cac li€n két
dugc cau hinh
Nguwoi dung
10 |- bang nhap vao trang web bing tai khoan account doamin cua
EVNNPT v6i co ché dang nhap mot lan (Single Sign on)
- Théng tin Profile ngudi dung 1ay tir hé thong HRMS
II. | Quan tri ngi dung trang web (Danh cho nguwoi quan tri)
Tich hop thong tin API lay dir li¢u tir cac hé thong khac cia NPMB
va EVNNPT
- Tich hop véi dit liéu voi phan mém D-Office: API 1iy thong tin Lich
tuan; API cap nhat thanh phan di hop tir hé thong D-Office
- Tich hop v&i dit liéu cua trang cong thong tin dién tir: API lay lay cac
11 | bai viét Gidi thiéu chung, lich str, co cAu td chc, tin tirc cia NPMB.
- Tich hop v6i phan mém HRMS: API lay thong tin nhin su c¢6 sinh
nhat trong ngay hién tai.
- Tich hop v6i phan mém Thu vién tai liéu: API dé 13y thong tin cac
van ban phép quy.
- Tich hop véi HRMS dé 14y thong tin danh ba cia NPMB
Quin ly Piém bao
1 |- Quan ly Diém bao: Tiéu dé, tac gia, URL bai bao, soan ndi dung
diém bao.
- Bdo cdo, thong ké, bd loc tim kiém, xuat dit liéu
Quan ly thong bao
3 |- Quan 1y thong bao: Tiéu d&, ndi dung thong bao, file dinh kém,
thong bao
- Bdo cdo, thong k&, bd loc tim kiém, xuat dit liéu
Quan Iy lién két
- Quan ly box lién két: Tiéu dé, URL lién két, thir tw hién thi, an/hién
14 | - Quan ly Lién két t&i cac phan mém ndi bo loai khac ciia NPT: Tiéu
dé, icon, URL lién két, thir tw hién thi, an/hién
- Quan 1y lién két menu trén Header, Footer cua cong: Tiéu dé, URL
Quan ly banner
15 | - Quan ly hinh anh, dudng dan, vi tri ctia banner trén céng, thir tu
hién thi, an/hién, URL
Quan ly nguoi dung
16 | - Tich hop thong tin nguoi dung ttr HRMS

- Thém mdi, stra, x04, phan quyén ngudi dung
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TT Hang muc

- Tim kiém, export danh sach ngudi dung theo cac tiéu chi Pon vi,
Phong Ban, Ho tén, Email.

Quain ly nhom nguwoi dung
17 | - Tao/stra/x6a nhom nguoi dung
- Phan quyén cho nhém ngudi dung

2.10.2  Céc yéu cau can trién khai

Trién khai trang web cong thong tin ndi bd cho co quan NPMB cho phép CBCNV
toan NPMB truy cap va khai thac thong tin.

Dao tao, huéng dan sir dung cho ngudi dung phu trach (Key user) thuc hién chirc
nang quan tri ndi dung cta trang web.

2.10.3  Phwong 4n thiét ké giao dién chirc ning nguoi ding

a) Lich tudn

7

0

*

Lich hop cua Lanh dao, cac Phong/B¢ phan, lich ca nhan

Tich hop API lich tudn: Thong tin lich hop lay tir phan hé Quan 1y lich tuan ctia hé
thong Van phong dién tir (D-Office) cia EVNNPT, vdi cac tinh nang dap Gmg yéu
cau sir dung;

Tai trang chu cia NPMB, thuc hién hién thi cac lich hop theo tuan, theo timg ngay
trong tuan, c6 thé xem trudc lich hop céc tudn tuong lai, hodc xem lai thong tin lich
hop da dién ra trudc d6 ctia Lanh dao, cac Ban, lich khac va lich c4 nhan.

Thong tin lich hop bao gém: Thoi gian, dia diém, Noi dung, chu tri, chuén bi, thanh
phén va thanh phan chi tiét (nhiing ngudi tham gia hop).

Lich khac

Tich hop API lich tudn: Thong tin lich hop lay tir phan hé Quan 1y lich tuan ctia hé
thong Van phong dién tir (D-Office) cia EVNNPT, vdi cac tinh ning dap Gmg yéu
cau sir dung;

+ Tai trang chi cia wHome NPMB, thuc hién hién thi cac lich khac theo timg
ngdy trong tuan, c6 thé xem trudc lich cc tuan twong lai, hodc xem lai thong
tin lich da dién ra trudc do.

+ Théng tin lich hop bao gdm: Thoi gian tir ngay — dén ngay, dia diém, Noi
dung, chu tri, chuén bi, thanh phﬁn va thanh phﬁn chi tiét (nhitng ngudi tham
gia hop).

b) Tin tic tir Cong thong tin dién tir NPMB
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Phat trién tinh ning hién thi tin tc méi nhat tir Cong thong tin dién tir cia NPMB
(Cong public thong tin)
- Danh séach tin hién thj bao gdm: Hinh anh, Tiéu d¢, Thoi gian xudt ban, M6 ta ngan.
- Nguoi dung truy cip sé mo t6i Link tin bai trén cong thong tin dién tir EVNNPT.
¢) Chuc mung sinh nhdt
Phat trién tinh ning Hién thi théng bao chic mimg sinh nhat cac Lanh dao NPMB,
cac can bd nhan vién theo thoi gian ctia ngay hién tai.
- Thoéng tin CBCNV (tén, thudc phong/ban, chitc danh) va sinh nhat dugc tich hop
14y tir hé thong HRMS
- Théng bao chic mung sinh nhat dang slide chay néu c¢6 nhiéu ngudi dung tring
ngay sinh trong ngay.
d) Vin ban phap quy
Phat trién tinh ning tich hop ldy dit liéu tir hé thdng Thu vién tai liéu eDoc, hién thi
cac Vian ban Phap quy méi c6 hiéu luc, méi hét hiéu luc cia NPMB 1én Cong thong tin
noi bo vaéi dir liéu duoc déng bd theo thoi gian thyc.

- Théng tin vin ban phap quy hién thi bao gdm: Tén vin ban, ngdy ban hanh, ngay
hiéu lic. Dbi v6i van ban hét hiéu luc hién thi ngay hét hidu luc.

- Nguoi dung chon Vin ban & mé xem vin ban phap quy trén eDoc
- €0 lién két dé nguoi dung truy cap hé théng eDoc tiép tuc tim kiém, tra ctru thém
cac van ban phap quy khac theo nhu cau sir dung.

e) Danh ba

Cung cap thong tin Danh ba ctia NPMB, cho phép xem théng tin danh ba cia co quan
Téng cong ty va cac don vi truc thude khac.

- Céc thong tin danh ba ngudi dung nay duogc liy tir hé thing HRMS ctia EVNNPT.
Céc théng tin quan 1y bao gdm: Ho tén, Pon vi, chirc vu, S6 di dong, s ¢b dinh co
quan, Email, anh dai dién.

- Cho phép ngudi dung dé dang tim kiém, tra ctru danh ba:

+ Tim kiém thong tin danh ba theo tir khoa: tén Lanh dao, CBCNV hoac tur
khoa theo email.

+ Loc danh ba theo Pon vi, cac phong/ban

- Cho phép export danh ba theo cac dinh dang khac nhau phu hop yéu cau sir dung
cua nguoi dung: Google CSV, Apple vCard, Excel File

f) Diém bdo
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Cho phép tim kiém va xem Diém bao cia NPMB: hién thi danh sach tin diém béo
theo ngdy trén trang chu tir chuyén muc Diém bio NPMB

- Céc thong tin hién thi bao gdm: Tiéu dé, mo ta ngan, thoi gian xuét ban, tac gia, thé
loai (Diém bao gidy, diém bao dién tir)

- Véi diém bao gidy, khi chon s& link t6i bai viét chi tiét ciia diém bao va hinh anh tin
dugc Ban bién tap ndi dung cap nhat trén wHome NPMB

- Véi diém béo dién tir, khi chon s& md t6i link bai béo dién tir chi tiét trén cc trang
Bio.

- Nguoi dung d& dang loc tin Diém bao theo thdi gian cap nhét ciia Ban bién tap noi
dung NPMB Portal, loc theo thé loai diém béo giéy/diém bao dién tir, loc theo tén
tac gia

- Tim kiém theo tiéu d& diém bao.

g) Thong bdo
Cho phép tim kiém va xem Thong bao cuia NPMB: Hién thi danh sach théng bao

theo ngay trén trang chu chuyén muc Thong bao ttr NPMB

- Céc thong tin hién thi bao gdm: Tiéu d&, Anh dai dién, Toém tit, Noi dung, File dinh
kem.

- Ngudi dung chon théng bao, hé théng mo trang ndi dung chi tiét bai viét thong béo
dé xem.

- Nguoi dung c6 thé tai file dinh kém theo thong bao

- Nguoi dung d& dang loc théng bao theo thoi gian, theo chuyén muc, tim kiém theo
tiéu dé thong bao.

h) Lién két website

Néng cép tinh ning hién thi cia cac lién két trén NPMB Portal, da dang cac vi trf lién
két trén trang web ctia cong. Thiét ké lai giao dién chirc ning ngudi ding theo phong cach
thiét ké phing va dap Gmg hién thi tot trén man hinh cac thiét bi May tinh, Dién thoai,
Ipad.

- Hién thi cac link lién két trén trang chu wHome, duoc thiét ké tai cac vi tri khac nhau
cho phép ngudi dung truy cap thong tin dé dang:

- Khu vuc box lién két: danh sach lién két t6i cac Website ctia cac Pon vi truc thude
EVNNPT, cac website cia EVN, cac website B§ ban nganh lién quan

+ Thong tin hién thj bao gém tiéu dé website, theo thir tw da duoc Quan tri vién
cap nhat trong cAu hinh Quan tri ndi dung.

+ Ngudi dung khi chon s& dugc truy cap t6i website lién két twong tmg
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Khu vuc lién két phém mém ndi bd: danh sach céc link t6i phﬁn mém ndi bd cua
NPMB va
+ Théng tin hién thi bao gdm icon, tén phan mém.
+ Ngudi dung khi chon s& truy cép t6i phan mém tuong tng

Khu vire link lién két trén menu Header (d4u trang) va Footer (chn trang) cua trang
chit NPMB Portal, ngudi dung khi chon duoc truy cap t6i lién két do Quan tri vién
c4u hinh trog chirc nang Quan trj ndi dung.

Banner trén cong thong tin ndi bd

Phat trién tinh ning cho phép quan 1y cac vi tri Banner trén Cong thong tin noi bd

NPMB

)

Ngudi dung cta cac Ban va cac don vi trong NPMB ¢6 thé xem thong tin banner tai
cac vi tri da dugc quy dinh trong Quan tri

Khi luc chon dugc chuyén dén thong tin chi tiét/dudng dan vé ndi dung ctia banner.
Nguwoi dung
Tich hop hién thi dit liéu thong tin ngudi dung tir hé thong HRMS.

Ngudi dung cia cac Phong/Bo phan cia NPMB c6 thé dang nhap dé xem thong tin
trén Cong théng tin néi bd NPMB Portal

Ngudi dung dang nhap hé théng qua Domain ctia Téng cong ty (email NPT), voi co
ché dang nhap mot 1an (Single Sign on)

Tai khoan ngudi dung 14y tir hé thong Active Directory

Thong tin ngudi ding, hinh 4nh dai dién duoc tich hop 1dy tir hé thing HRMS cua
EVNNPT

Nguoi dung dugc truy cdp céac tinh nang trén giao di¢n Trang chu, cac tinh nang
trong Quan tri tuy theo phan quyén di duoc Quan tri vién khai béo.

2.10.4  Phuwong an thiét ké chirc niing CMS Quién tri ndi dung trang web

a) Quadn ly thong tin API ldy di¥ ligu tir cdc hé thong khdc ciia EVNNPT

Phat trién mdi tinh ning quan 1y thong tin API lién két cua Cong thong tin ndi bd

NPMB Portal. Céc thong tin cia NPMB Portal 1y qua API tich hop véi cac hé thong
khac cia NPMB va EVNNPT bao gom:

API 1y lich tuan cia NPMB;

API 4y tin tirc tir trang cong thong tin dién tir chia NPMB

API lay thong tin nhén sw, sinh nhét tir phan mém Quén 1y nhan sy
API lay van ban phap quy tir hé thong thu vién tai liéu cia EVNNPT
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- API lay danh ba tir HRMS

Céc thong tin léy tor API duogc ty dong cap nhat theo thot gian thuce khi ¢o6 sy thay doi

tir hé thdng cung cip APL

Péi véi cac API cap nhat dir li€u, cac thao tac st dung trén NPMB Portal dugc cap

nhat déng bo ngay voi hé thdng cung cip APL

Quan trj vién quan 1y thong tin API (Thém méi, sira, xoa danh muc thong tin) 1y tir

céc hé thong tich hop dé dé dang kiém tra khi c6 su cb: Tén AP, hé thong 1ay API, M
ta chirc nang sur dung API trén NPMB Portal.

b) Qudn Iy diém bdo

Tinh nang quan ly Biém bdo va bao c4o quan tri theo yéu cau st dung, cac tinh nang

quan tri dap Ung:

c)

Quan tri vién hé théng, Ban bién tip noi dung ctia NPMB Portal d& dang quéan 1y cac
ndi dung Diém bao ciia trang web:

Cap nhat va quan Iy cac thong tin vé cac béo (bdo gidy va bao dién tir), phan nhém
cac tin bai.

Tao diém bao gidy, dinh kém noi dung hinh anh, ndi dung mé ta, thoi gian xuét ban
cta bai bao.

Diém bao dién tir, dinh kém hinh anh, ndi dung mé ta, link 1ién két cua bai bao dén
Trang béo dién tir, thoi gian xudt ban cua bai bao.

H3 tro tim kiém, loc tin diém bao theo thai gian, loai diém bao.

Bao cao théng ké DPiém bao theo thoi gian, danh muc, loai diém bao dién ttr, diém
bao gidy, cho phép export bao cdo.

Qudn ly thong bdo

Tinh ning quan 1y thong béo hién thi trén trang chui ctia cong thong tin ndi bd NPMB

Portal:

Ban bién tap website cap nhat thong bao hién thi trén trang Home

Cap nhat cac thong bao bao gém cac thong sau: Ti€u dé, Anh dai dién, Tom tét, Noi
dung, File dinh kém, loai thong bao

Cho phép tim kiém, loc tin théng bao theo thdi gian, loai théng bao

Béo céo thong ké théng bao theo thoi gian, danh muc, loai thong bao, cho phép xuit
bao céo.

d) Qudan ly lién két website

Tinh ning quéan 1y lién két dong, da dang cac vi tri lién két trén trang web ctia cong;
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Quan trj vién, Ban bién tap ndi dung quan 1y cac loai lién két:

Quan 1y cac lién két t6i cac hé théng phin mém dung chung ciia NPMB va : Thu
dién tir, hé thong D-Office, phan mém Quan Iy nhén sy, phan mém Quan 1y k thuat,
phan mém Thu vién tai liéu, phin mém quéan 1y dau tu xdy dung, ... Cac thong tin
ph?m mém lién két bao gé)m: Tiéu dé, Icon, URL lién két, thir tu hién thi, én/hién.

Box lién két website: cac lién két téi website cia NPMB, cac don vi trong EVN, céac
website ciia bo/ban nganh, cac don vi truc thudc cia EVNNPT. Céc thong tin bao
gom: Tiéu dé, URL lién két, thir tyr hién thi, an/hién.

Quan 1y lién két Menu: Cac lién két tai Header va Footer cia NPMB Portal: Lién
két Gidi thiéu, Co cAu t6 chire, Lich st EVNNPT, cac lién két khac. Cac thong tin
lién két Menu bao gom: Tiéu dé, URL lién két.

e) Qudadn ly Banner

Tinh nang quan ly banner dong trén cong, da dang céac vi tri hién thi ctia banner

theo nhu cau quan tri

f)

Ban bién tap ndi dung ctia Céng cap nhat cac banner hién thi:

Cap nhat Anh banner, URL dich cta Banner, tht tu hién thi ctia Banner, vi tri cia
Banner

Céc vi tri dugc phan theo cac khu vuc trén wHome.
Cho phép An/Hién, Sira, Xo4 Banner trong CMS quan tri.
Qudan ly nguwoi dung

Tinh ning quan 1y nguoi dung, tich hop iy dir liéu thong tin ngudi dung tir hé

théng HRMS

Quan tri vién d& dang quan 1y ngudi ding, phan quyén cho phép st dung nhom chirc
nang cua NPMB Portal.

Thong tin ngudi dung va chinh sach tap trung dong b tich hop véi hé thong Active
Directory

Cho phép thém mai nguoil dung qua tai khodn Domain cia EVNNPT, stra, xoa
nguoi dung.

Thong tin ngudi dung duogc 1y tir hé thong HRMS

Béo c4o thong ké ngudi dung theo Cong ty, Phong Ban; Cho phép export bo cdo.

g) Qudn Iy nhém va phin quyén

Tinh ning quan 1y Nhém ngudi dung va tinh ning phan quyén str dung cho cac tai

khoan ngudi ding dé dang thuén tién theo timg module chirc ning hé thong
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- Quan tri vién cia wHome d€ dang Thém mdi, stra, xoa cac Nhom nguoi dung trén
h¢ thong.

- Thém mdi, stra, x04 nguoi dung vao cac Nhom.

- Phédn quyén cho cdc Nhom ngudi ding quan tri va st dung céc tinh ning trén

wHome.

2.11 Thiét ké hé thong website public

Xay dung lai websites Public dya trén co s& ma ngudn, nén tang va form thiét ké

clia cac websites public cia Tong cong ty EVNNPT. Cac web site nay dé xuat giai phap

thiét ké theo form twong g cia website public ctia Tong cong ty EVNNPT, dé xuit sir

dung t6i da cac cong cu va form sin co6 dd xdy dung cho EVNNPT dé tdi uu chi

phi.Website duoc thiét ké sir dung 2 loai ngdn ngir: tiéng anh va tiéng viét.

Tén mién website public st dung tén mién website hién hiru

Céc cong tac thyc hién khi trién khai xay dung hé thong website Public:

- Khao sat:

—+

—+

—+

—+

Khéo sat myc tiéu, pham vi, yéu cau chung.
Khao sat yéu cau thiét ké giao di€n do hoa website, Frontend

Khao sat yéu cau 1ap trinh chirc ning quén trj tin tirc va xuat ban ndi dung,
quan tri h¢ théng

Khao sat yéu cau lap trinh module van ban phap qui, module tim kiém
Khao sat yéu cau lap trinh quan 1y thu vién anh, video

Khao sat yéu cau 1ap trinh cac chirc nang khac

- Phén tich chirc ning hé thong:

+ Phén tich kién trac img dung mirc cao
+ Phan tich yéu cau thiét ké giao dién dd hoa website, Frontend
+ Phén tich yéu cau 13p trinh chirc ning quén tr tin tirc va xuat ban nodi dung,
quan tri hé théng
+ Phén tich yéu cau lap trinh Module van ban phap qui, module tim kiém
+ Phan tich yéu cau lap trinh quan 1y thu vién anh, video
+ Phén tich yéu cau lap trinh cac chiic nang khac
- Thiét ké hé théng:
+ Thiét ké chi tiét kién tric hé thong
+ Thiét ké giao dién dd hoa website, Frontend
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Thiét ké form chirc ning quan tri tin tirc va xuat ban ndi dung, quan tri hé
thong
Thiét ké Form module vin ban phap qui, tim kiém
Thiét ké form quéan 1y thu vién anh, video

Thiét ké form cac chirc nang khac

- Thiét ké bang co s& dit liéu:

+

+

Table chuyén muc tin tirc, van ban, thu vién anh, video, ¥ kién, lién h¢,
weblink, banner quang céo...

Table tai khoan ngudi dung, phan quyén hé théng, danh sach module

- Thiét ké ham thu tuc

+

+ 4+ 4+ o+ o+ o+

+

Thiét ké Ham/ Tha tuc 1ap trinh giao di¢n Frontend

Thiét ké Ham/ Thu tuc chie ning quan tri tin tirc va xuét ban ndi dung
Thiét k& Ham/ Tha tuc Module vin ban phap qui

Thiét ké Ham/ Thi tuc Module tim kiém

Thiét ké Ham/ Thu tyc quan 1y thu vién anh

Thiét k& Ham/ Thu tuc quan 1y video

Thiét k& Ham/ Thu tuc cac chirc niang khac

Thiét ké Ham/ Thu tyc chire ning quan tri hé thong

- Lap trinh Form

+

+ 4+ 4+ o+ o+ o+ o+

+

Lap trinh HTML +CSS giao di¢n do hoa website

Lap trinh Form giao dién Frontend

Lap trinh Form chirc ning quén tri tin tirc va xuat ban noi dung
Lap trinh Form Module van ban phéap qui

Lap trinh Form Module tim kiém

Lap trinh Form quan 1y thu vién anh

Lap trinh Form quan 1y thu video

Lap trinh Form cac chtrc nang khac

Lap trinh Form cac chic ning quan tri hé thong

- Lap trinh ham-tha tuc

+

Lap trinh Ham/ Thu tuc 1ap trinh giao dién Frontend
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Lap trinh Ham/ Thi tuc chirc ning quan trj tin trc va xuét ban ndi dung
Lap trinh Ham/ Thu tuc Module van ban phap qui

Lap trinh Ham/ Thu tuc Module tim kiém

Lap trinh Ham/ Thu tuc quan ly thu vién anh

Lap trinh Ham/ Thu tuc quan 1y video

Lap trinh Ham/ Thu tuc cac chirc nang khac

+ 4+ 4+ o+ o+ o+ o+

Lap trinh Ham/ Thu tuc cac chirc ning quan tri hé thong
Kiém thtr, dong goi

+ Tich hop hé théng

+ Xay dung b cai dat

Cai dat cau hinh va trién khai website.

2.12 Phuwong 4n dam bao an toan thong tin du 4n

Thuc hién cac quy dinh trong cac van ban 04/QD-HDTV ctia EVNNPT, 1268/Qb-
EVN ctua EVN, 99/QD-EVN cua EVN

Nhan su nha thiu va cac don vi khac lién quan khi tham gia trién khai thuc hién du
an nay déu phai c6 trach nhi¢m bao mat thong tin, dir li€u, ky cam két dam bao an
toan thong tin (theo quy dinh cia EVN, EVNNPT).

Céc thiét bj duogc trang b trong du 4n ndy phai tudn theo quy dinh sé 172/QD-
EVNNPT ngay 30/10/2019 vé Quy dinh dic tinh k¥ thuat co ban cia thiét bi vién
théng va cong nghé thong tin trong Tong cong ty Truyén tai dién Qudc gia.

Quan 1y can b, cong nhan vién: don vi dinh ky hang nam t6 chirc quan triét cac quy
dinh vé an toan, an ninh thong tin, nhim nang cép nhan thirc vé trach nhiém dam
bao an toan, an ninh thong tin ting ¢4 nhan: Vi du cac ca nhan c6 quyén truy cap
vao cac hé théng quan trong, can ¢ y thirc vé viéc bao vé thong tin riéng ctia minh
(thiét 1ap mat khau da phic tap, khong tiét 16 va cho nguoi khac muon...)

Céc bo phan chic nang thyc hién viéc huy tai khoan, quyén truy cap cac hé thong
théng tin quan trong, thu hdi lai tit ca cAc tai san c6 lién quan téi hé thong thong tin
(khoa, thé¢ nhan dang, password...) ddi v6i cac ca nhan nghi hoac thuyén chuyén
cong tac.

Heé thdng théng tin trong yéu c6 phong may dé dat va quan 1y tap trung céc thiét b
xu 1y thong tin quan trong nhu may chu, thiét bi luu trix, thiét bi mang, thiét bi vién
thong.

Péi véi cac phong méy chi, ¢6 cac bién phap dam bao anh ninh vat 1y, ngan chin
xam nhap trai phép nhu khoa dién tir, camera gidm sat, va chi c6 nhitng can b co
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thdm quyén méi duoc phép truy cip phong may chu.

Quy dinh vé viée vao, ra va lam viéc tai phong may. Qua trinh vao, ra va lam viéc
tai phong may dugc ghi nhan trong nhat ky quan 1y phong may.

Sau luu cu hinh: Co ché sao lwu can duoc thue hién theo 02 phuong phap: ty dong
sao lru khi c6 thay ddi cau hinh, va sao luu theo dinh ky do ngudi quan tri dit ra.

Cac dir 1iéu sao luu bao gém cAu hinh hé théng, hé diéu hanh dang duogc sur dung, hé
thdng logs. Str dung giai phap sao luu phi hop dé dam bao c6 thé khdi phuc hé théng
nhanh nhét c6 thé khi xay ra su cd.

Dir liéu sao luu dugce luu trir an toan va quy hoach rd rang dé phén biét cac phién
ban khac nhau theo diing ngay thang va trang thai ctia thiét bi. Ngoai ra c¢6 co ché
kiém tra thuong xuyén dam bao cho viéc sir dung khi can thiét.

Quan 1y tai khoan va phan quyén truy cap hé thong thong tin dam bao mdi tai khoan
truy cap hé théng core chi duoc cap cho mot sé ngudi st dung, ngoai ra can c6 cac
tai khoan voi phan quyén thap hon, pht hop véi chie ning va vai tro cta ho trong
hé thong.

Khong dit ché d6 luu gitr mat khau hoic ty dong ding nhap trong cac tmg dung khi
lam viéc v61 hé théng core.

Céc su kién tdi thiéu duoc ghi nhat ky bao gém: thao tdc dang nhap, tao thém user,
cap nhat, thay ddi cau hinh. Cac thao tac nhu reset dich vu, reboot thiét bi dugc ghi
log va cap nhét day du.

Moi c6ng viée trién khai khi thi cong déu phai duoc tu van giam sat ghi nhat ky day
du.

Twong thich, khéng xung dot voi cac hé théng CNTT hién hitu; c6 kha ning ghép
nbi v6i cac hé théng CNTT khac.

Céc thiét bj s& duoc cdu hinh dé giam sat qua hé théng SIEM cua Tong cong ty. Viée
nay d& xuat don vi quan 1y hé théng cia EVNNPT phdi hop. Tir d6 hé théng SIEM
s& quan 1y thu thap thong tin, ghi nhan cac sy kién trén thiét bi dé dua ra bao cdo
canh béo an toan thong tin cho toan bo hé thong.

Hé théng mang ndi bd (LAN) NPMB can duoc phan tach theo chirc ning va mirc
d6 bao mat, thue hién kiém soét truy cp giita cac ving mang. Hé théng LANphai
duoc thiét ké phan ving theo chirc ning co ban (theo cac chinh sach ATTT riéng),
bao gdm: viing mang ngudi ding; ving mang két ndi hé théng ra bén ngoai Internet
va cac mangkhéc; viing mang may chu cong cong; ving mang may chi ndi bo; vung
mang may chil quan tri. Dir liéu trao ddi giita cac ving mang phai duoc quan 1y,
giam sat bdi hé théng cac thiét bi mang, thiét bi bao mat (Firewall). Mang duoc
khuyén c4o phan tach cang nho cang t6t néu c6 thé ap dung duogc, tuy nhién can chia
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thanh tdi thiéu cac vung theo mirc d§ bao méat nhu sau:

Mirc Vung mang Chirc nang
1 Vung mang cong cong | Cung cip ung dung/dich vu public ra bén
DMZ/Internet ngoai Internet
3 Ving mang ndi bd - | Cung cip tng dung/dich vu dung chung
Internal trong ndi bd toan mang PC mién (WAN)
4 Ving mang ndi bo hé théng (Sensitive Internal Systems)
4 Svsten: GoOm cac may cha phuc vu hé théng nhu
y ' DNS, Domain Controller,..

- Céc gidi phap k¥ thuat ddm bao an toan thong tin

Giai phap ky thuit yéu cau boi tlr‘(;)'éng bao Mikc wu tién
Xac thuc manh User Cao
Giai phap phong, chdng virus/ma doc May chu Cao
. . Internet/ DMZ Cao
Tuong Itra - Security Gateway (gom tinh
ning FW, IPS, AV, App control,..) Core/ V‘I’\IAN/ LA Cao
Internet/ DMZ Cao
Phong, chong xdm nhap Core/ WAN/LA
Cao
N
e I e Thiét bi nguoi
Giai phap phong, chong virus/ma doc ding cudi Cao
Thu thap, quan ly va phan tich nhat ky sy | Quan ly, Phan
‘A - , Cao
kién an ninh tich

Yéu chu vé quén ly
- Thiét 1ap chinh sach an toan thong tin

+ Chinh sach an toan thong tin Xay dung chinh sach an toan thong tin, bao
gém: Quan 1y an toan mang; Quan 1y an toan may chu va timg dung; Quan ly

an toan dir liéu; Quan 1y an toan ngudi st dung dau cudi.

+ Xay dung va cong bd Chinh sach duoc t6 chire/bd phan duoc iy quyén théng
qua truée khi cong bd ap dung.

+ Ra soat, sira d6i Dinh ky 03 ndm hodc khi c6 thay ddi chinh sach an toan

thong tin kiém tra lai tinh phu hop va thuc hién ra soat, cap nhat, bd sung.
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+ T6 chirc bao dam an toan thong tin.

+ Pon vi chuyén trach vé an toan thong tin C6 bd phan cé trach nhi€ém bao dam

an toan thong tin cho t6 chiirc.

+ Phdi hop véi co quan/td chirc ¢6 tham quyén: Co dau mbi lién hé, phdi hop
v6i cac co quan, to chirc ¢ tham quyén quan Iy vé an toan thong tin; Co dau
mdi lién hé, phdi hop véi cac co quan, t6 chire trong cong tac hd tro diéu phdi
xtr 1y sy ¢6 an toan thong tin; Tham gia cac hoat dong, cong tic bao dam an

toan thong tin khi c6 yéu cau cuia to chirc c6 tham quyén.
- Béo dam ngudn nhan luc

+ BOi dudng, bo tri can by dugc vao vi tri lam vé an toan thong tin c6 trinh do,

chuyén nganh pht hop véi vi tri tuyén dung.

+ Trong qua trinh 1am viéc: C6 quy dinh vé viéc thuc hién noi quy, quy ché
bao dam an toan thong tin cho nguoi st dung, can bo quan ly va van hanh hé
thong; C6 ké hoach va dinh ky hang ndm t6 chirc phd bién, tuyén truyén nang

cao nhan thirc vé an toan thong tin cho ngudi sir dung.

+ Cham dt hodc thay doi cong viéc: Can b chdm dut hodc thay doi cong viéc
phai thu hoi thé truy cap, thong tin duoc lwu trén cc phuong tién huu trit, cac
trang thiét bi may moc, phan cimg, phin mém va céc tai san khac (néu c6)
thudc s& hitu cua t6 chirc; Co quy trinh va thyc hién v6 hiéu hoa tat ca cac

quyeén ra, vao, truy cp tai nguyén, quan tri hé thong sau khi can b thoi viéc.
- Quan ly thiét ké, xay dung hé théng

+ Thiét ké an toan hé thong thong tin: mé ta quy mo, pham vi va dbi tugng st
dung, khai thac, quan Iy van hanh hé théng thong tin; mo ta thiét ké va cac
thanh phan ctia hé thong thong tin; md ti phuong an lya chon giai phap cong
nghé bao dam an toan thong tin; Khi c6 thay doi thiét ké, danh gia lai tinh
phi hop ctia phuong 4n thiét ké ddi véi cac yéu cau an toan dit ra d6i voi he
thong.

+ Thir nghiém va nghiém thu hé théng: Thyc hién kiém thir hé thong trude khi
dura vao van hanh, khai thac stir dung; C6 noi dung, ké hoach, quy trinh thir
nghiém va nghiém thu hé théng; TCVN 11930:2017 21; C6 b phan c6 trach

nhiém thyuc hié€n thir nghiém va nghiém thu h¢ théng.

- Quan Iy vAn hanh hé théng
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+ Quan ly an toan mang Chinh sach, quy trinh quan 1y an toan mang bao gom:
Quan ly, van hanh hoat dong binh thudong cua h¢ théng; Céap nhat; sao luu du
phong céc tap tin cau hinh hé thong va khoi phuc hé thong sau khi xay ra su

cd; Truy cap va quan 1y cdu hinh hé thong.

+ Quan ly an toan may chu va tng dung Chinh sach, quy trinh quéan 1y an toan
may chu va tng dung bao gdbm: Quan 1y, van hanh hoat dong binh thudng
ctia hé thong may chi va dich vy; Truy cap mang cia may cha; Truy cip va
quan tri may cha va ung dung; Cap nhat; sao luu du phong va khoi phuc sau

khi x4y ra su co.

+ Quan ly an toan dir liéu Chinh sach, quy trinh quan 1y an toan dir liéu bao
gdm: Chinh sach, quy trinh du phong va khéi phuc dit liéu; Dinh ky hoic khi
c6 thay d6i cAu hinh trén hé thng thuc hién quy trinh sao luu du phong: tip
tin cu hinh hé thdng, ban dir phong hé diéu hanh may chu, co so dit liéu; dir

li€u, thong tin nghi¢p vu.

+ Quan Iy sy cb an toan thong tin Chinh sach, quy trinh quéan 1y sy ¢b an toan
thong tin bao gdm: Phian nhém sur ¢b an toan thong tin mang; Phuong 4n tiép
nhan, phat hién, phan loai va xtr 1y ban du su ¢b an toan thong tin mang; Ké
hoach tng pho su ¢b an toan thong tin mang; Giam sat, phat hién va canh
bao sur ¢ an toan thong tin; Quy trinh tmg ctru su ¢ an toan théng tin mang
thong thuong; Quy trinh tng ctru sy ¢ an toan thong tin mang nghiém trong;
Co ché phdi hop véi co quan chire ning, cac nhom chuyén gia, bén cung cp
dich vu hd tro trong viée xur 1y, khic phuc su ¢d an toan thong tin. TCVN
11930:2017 22

+ Quan Iy an toan ngudi str dung dau cubi Chinh sach, quy trinh quan 1y an
toan ngudi str dung dau cudi bao gdbm: Quan Iy truy cp, sir dung tai nguyén

nd1 bg; Quan ly truy cap mang va tai nguyén trén Internet.
% Yéu cau ky thuat
- Bdo ddm an toan mang

+ Thiét ké hé thong a) Thiét ké cac ving mang trong hé thdng theo chirc ning,
bao gdm tbi thiéu cac ving mang: - Ving mang ndi bd; - Ving mang bién; -
Vung DMZ; - Vung may chu ndi bg; - Vung mang khong day tach riéng, doc
1ap véi cac ving mang khac. b) Phuong an thiét ké bao dam cac yéu cau sau:
- C6 phuong an quan 1y truy cp, quan trj hé thong tir xa an toan; - C6 phuong
an quan 1y truy cép giita cac ving mang va phong chéng xam nhép; - Co

phuong an du phong cho céc thiét bi mang chinh.
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+ Kiém soat truy cap tir bén ngoai mang a) Thiét 1ap hé théng chi cho phép st
dung cac két ndi mang an toan khi truy cép thong tin ndi bo hodc quan tri hé
thong tir cac mang bén ngoai va mang Internet; b) Kiém soat truy cap tir bén
ngoai vao hé théng theo tirng dich vy, ing dung cu thé; chan tt ca truy cap
t6i cac dich vu, tng dung ma hé thdng khong cung cap hodc khong cho phép
truy cap tir bén ngoai; ¢) Thiét 1ap gi6i han thoi gian chd (timeout) dé dong
phién két ndi khi hé thong khong nhan duoc yéu cau tir nguoi ding.

+ Kiém soat truy cép tir bén trong mang Chi cho phép truy cap cac tmg dung,
dich vu bén ngoai theo yéu cau nghi¢p vy, chan cac dich vu khac khong phuc

vu hoat dong nghiép vu theo chinh sach cta t6 churc.

+ Nhat ky hé théng a) Thiét 1ap chirc ning ghi, luu trir nhat ky hé thong trén
céc thiét bi vé hé théng SIEM ciia NPT; TCVN 11930:2017 23 b) Sir dung
may chi thoi gian dé dong bo thoi gian giira cac thiét bi mang, thiét bi dau

cudi va cac thanh phan khac trong hé théng tham gia hoat dong giam sat.

+ Phong chdng xam nhap a) trén tuong lra thiét 1ap chinh sach phong chng
xam nhap dé bao vé ving DMZ va viing may chi ndi bd; b) Binh ky cap nhat

co s& dit liéu ddu hiéu phat hién tin cong mang (Signatures).

+ Bao vé thiét bi hé thong: Thiét 1ap cAu hinh chi cho phép sir dung cac két nbi
mang an toan (néu hd tro) khi truy cap, quan tri thiét bi tir xa; ¢) Cdu hinh
thiét bj (néu hd tro) chi cho phép han ché cac dia chi mang c6 thé két ndi,
quan tri thiét bi tir xa.

- Bao dam an toan may chu

+ Xéc thyuc a) Thiét 1ap chinh sach xac thuc trén mdy chil dé xac thuc ngudi
dung khi truy cp, quan 1y va str dung may chu; b) Thay ddi cac tai khoan
mic dinh trén hé thong hoidc v6 hiéu hoa (néu khong sir dung); ¢) Thiét lap
céu hinh may chu dé dam bao an toan mat khiu ngudi s dung, bao gdm cac
yéu ciu sau: - Yéu cau thay d6i mat khau mic dinh; - Thiét lap quy tic dat
mat khau vé s ky tu, loai ky tur; - Thiét 1ap thoi gian yéu cau thay ddi mat
khau; - Thiét 1ap thoi gian mat khau hop 16.

+ Kiém sot truy cap: Thiét 14p gi6i han thoi gian chd (timeout) dé dong phién
két ndi khi may chii khong nhan dugc yéu cau tir ngudi dung.

+ Nhat ky hé thong a) Ghi nhat ky hé thong bao gdm nhiing thong tin co ban
sau: - Thong tin két ndi mang téi may chu (Firewall log); - Thong tin ding
nhap vao may chi; TCVN 11930:2017 24 - Li phat sinh trong qua trinh hoat
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dong; - Thong tin thay doi ciu hinh may chu; - Thong tin truy cap dir lidu va
dich vu quan trong trén may chu (néu c6). b) Pong bo thoi gian giita may
chu véi may chu thoi gian

+ Phong chéng xam nhap a) Loai bo cac tai khoan khong st dung, cc tai khoan
khong con hop 1€ trén may chu; b) Str dung tudng Itra ciia hé diéu hanh va hé
thong dé cam cac truy cap trai phép t6i may chu; ¢) V6 hiéu hoa cac giao
thirc mang khong an toan, cac dich vu hé théng khong str dung; d) cap nhat
ban va, xu ly diém yéu an toan thong tin cho h¢ diéu hanh va cac dich vy hé

thong trén may chu.

+ Phong chdng phan mém doc hai a) Cai dat phan mém phong chdng ma doc
(hoic c6 phuong an khac trong duong) va thiét 1ap ché d6 tu dong cap nhat
co s6 dit liéu cho phan mém; b) kiém tra, do quét, xtr Iy phan mém doc hai

cho cac phan mém trudce khi cai dat.

+ Xt Iy may cha khi chuyén giao x6a sach thong tin, dit liéu trén may chi khi
chuyén giao hoic thay d6i muyc dich sir dung.
- Bao dam an toan dir liéu
+ Béomat dit liéu Luu trit c6 ma hoa céc thong tin, dir liéu (khong phai 1a thong
tin, dit liéu cong khai) trén hé thong luu trit/phuong tién luu trit.
+ Sao luu du phong Thuc hién sao luu du phong cac thong tin, dit liéu co ban
sau: tap tin cau hinh hé thong, ban du phong hé diéu hanh may chu, co so di

li€u; dir li¢u, thong tin nghiép vu.
¢ Danh gia an toan thong tin

- Dé dam béo an toan thong tin cho hé théng ciing nhu dam bao cac quy dinh vé an
toan théng tin theo quy dinh ctia EVN va EVNNPT dé xuét thuc hién dénh gia, kiém
tra an toan thong tin cho ha ting mang, may chu theo cép do.

2.13 Dich vu dao tao huwéng din quén tri van hanh

- Cong trinh sau khi dugc nghiém thu hoan thanh dua vao stir dung, don vi thi cong s€
tién hanh cong tic dao tao va chuyén giao cong nghé cho ngudi quan tri, van hanh,
khai thac hé thong toan bo hé thong thiét bi va phan mém di cung cap va trién khai.

- Nbi dung khoa dao tao vé 1y thuyét va thyc hanh phai dua trén tai liu tiéu chuan
ctia hing cung cap va thoi lwong dao tao phai theo tiéu chuan cua hing. Pham vi dao
tao gdm toan bd cac thiét bi, phan mém cung cip trong goi thau.

- Yéu cau giang vién thuc hién dao tao phai c¢6 ching chi twong tng v6i ndi dung thuc

hién dao tao.



196
- Pon vi thi cong phai chuyén giao cho chi dau tur so tay thi cong bao gdm nhiing
thong tin sau :
+ Thong tin tong thé toan bo hé thng trién khai
+ MO ta chi tiét cta timg hé thong lap dat

+ Hb so hoan cong hé thong.
Hoat dong dao tao s& duoc sip xép phu hop vai ké hoach trién khai, dam bao khong dao
tao qua som hoac qua mudn
2.14. Bang yéu cau ky thuat chi tiet doi voi thiet bi vat tu va dich vu lién quan

Danh muc hang

TT | hoéa va dich vu lién Théng s6 ky thuit yéu ciu
quan
A | HANG MUC
THIET BI
1 Hang muc hé thong
mang

1 Modem internet

Kich thuée 1U

Giao dién 13 cong Gigabit Ethernet
Bo xu ly 2 161, xung nhip 1.4 GHz
RAM 1 GB

I?ha nang can bang Co

ta1

Layer 2 Tunnel | .,

Protocol o

Kha ning dinh tuyén | OSPF, RIP, IS-IS, Policy Routing

Royter WAN, toi
thiéu 2 WAN 1G

Co san 4 cong Gigabit Ethernet WAN ( 2 cong RJ45 va 2
Giao dién cong SFP)
> 1 NIM slot/ 1 MPIM slot

> 8 GB RAM + 8 GB luu trir trong / 4GB + 100GB luu

B nho trr trong

Thong lugng chuyén

tiép IPv4 hd tro = 3.8Gbps

Thong luong Ipsec

SD-WAN hd trg | = 1Gbps

Firewall Sessions > 380K

ACLs/ security ~ 4000
policies ~
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Danh muc hang

TT | hoéa va dich vu lién Thong s6 ky thuit yéu ciu
quan
IPv4, IPv6, Static Routes, RIP, OSPF/OSPFv3, BGP, IS-
Céc giao thirc h 5 tro IS; IGMP v2/v3, PIM sparse quc?, RSVP, MPLS; Layer
" |2/ Layer 3 VPN, Ipsec, Bidirectional Forwarding
Detection (BFD), IEEE 802.1ag, and IEEE 802.3ah
Generic Routing Encapsulation (GRE), Ethernet, VLAN,
HO tro cic chuén | Point-to-Point  Protocol, Multilink  Point-to-Point
dong goi cua goi tin: | Protocol, Frame Relay, Multilink Frame Relay, High-
Level Data Link Control, serial, PPP over Ethernet
QoS, Class-Based Weighted Fair Queuing, WRED;
H) trg quan ly vé | Hierarchical shaping and policing/ Hierarchical QoS;
Luu lugng bang | Policy-Based Routing; Marking + policing +
thong (Traffic | shaping/Weighted Random Early Detection; Network-
management): Based Application Recognition NBAR/ Ingress traffic
policing + Virtual channels
Ngudn cung cép: 1 nguon AC
MTBF > 245,000 hours
Thoi gian bao hanh | Ti thiéu 1a 36 thang ké tir ngay dua vao st dung
Thiét bi chuyén
3 | mach core loai 24

cong

Ning lyc thiét b

Kha nang switching capacity: > 328 Gbps

Kha nang throughput: >244 Mpps

B6 xtr 1y: 1.7 GHz ARM hoac x86 CPU

RAM >4 GB

Flash: > 8 GB

Ngudn AC, 2 ngudn dy phong 1+1

C6 cac phuong thic quan tri: CLI, Web UI, SSH, SNMP

- C6 co ché rollback file cau hinh, c¢6 kha nang luu dén
30 file cau hinh gan nhat. C4u hinh tam thoi ¢ hen gio,
tu hoan tac néu khong xé&c nhan lai.

- C6 san tinh ning cho phép so sanh cu hinh hién tai
vé6i cac cau hinh duoc luu trir trude day.

- C6 san kha ning kiém tra va thong bao 16i cau hinh
trude khi cau hinh duoc kich hoat.

Giao dién két noi

C6 cong ngh¢ ghép n(A)i’ 8 switch vat ly khac nhau thanh
01 switch logic duy nhat.

Cb 24 cong giao tiép ddng 10/100/1000 Base-T

C6 sén 04 cong 1GbE/10GbE loai SFP/SFP+ (chua bao
gom giao ti€p quang SFP)

Co se:ln,04 cong 10GbE/25GbE loai SFP28 (chua bao gom
giao ti€p quang SFP)
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Danh muc hang

TT | hoéa va dich vu lién Thong s6 ky thuit yéu ciu
quan

C6 sdn 01 cap DAC chiéu dai 1M d4u ndi stack switch
01 USB Port
01 Console Port
C6 cac chuan : Spanning Tree Protocol, Rapid Spanning
Tree Protocol (RSTP), VLAN Tagging, Q-in-Q
tunneling, 802.3ad: Link Aggregation Control Protocol
(LACP), 802.1X: Port Access Control

Layer 2 Redundant Trunk Group (RTG) hodc Cross-stack
EtherChannel + Flexlink+
- Range of possible VLAN IDs: 1-4094
- Toi thiéu 64,000 MAC
- Jumbo frames: 9200 bytes
C6 san cac giao thic dinh tuyén: Static Route, RIP,
OSPF, VRRP, BFD.

Layer3 C6 céc giao thirc RADIUS, TACACS+
HO trg nang cap license céc giao thirc: BGP, IS-IS
Hb trg MACsec AES-256, Bao vé chong tan cong tir

Bio mat chdi dich vu phﬁ.I} tan (I?DOS) o

' (bao vé€ duong diéu khién CPU khoi bi tan cong lam tran

luu lugng)
- Bao gom tinh ning quan tri tap trung qua hé thong
Cloud/ On-Premises (voi truong hop On-Premises nha
thau phai chao bd sung phan cting di kém) thoi han 3

Béo hanh nam

- Yéu cau cho phép quan ly thiét bi chuyén mach va wifi
trén duy nhat mot hé thdng quan ly tap trung

- Bdo hanh th1et bi 03 nim bao gdm phan cimg va cap
nhat phan mém

Yéu cau khac

Thudc nhém Top Leaders trong bao céo cua Gartner danh
cho ha ting mang LAN c6 diy va khong day doanh
nghiép (Enterprise Wired and Wireless LAN
Infrastructure) trong 3 ndm lién tiép gan nhit

Thiét bi chuyén
mach access loai 48
cong

Ning lyc thiét b

Kha nang switching capacity: > 176 Gbps

Kha nang throughput: >130 Mpps

RAM >4 GB

Flash: > 8 GB

Ngudn AC;

Co cac phuong thuc quan tri: CLI, Web UI, SSH, SNMP
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TT

Danh muc hang
héa va dich vu lién
quan

Théng s6 k§ thuit yéu cau

- C6 co ché rollback file cau hinh, c6 kha ning luu dén
30 file cAu hinh g?m nhat. Ciu hinh tam thoi c6 hen gio,
tuy hoan tic néu khong xdc nhan lai
- C6 sin tinh ning cho phép so sanh cdu hinh hién tai v6i
cic cdu hinh duoc luu it trudc  day.
- C6 san kha nang kiém tra va thong bao 15i cau hinh trudc
khi cAu hinh dugc kich hoat.

Giao dién két no1

C6 cong nghé ghép ndi > 06 switch vat Iy khac nhau thanh
01 switch logic duy nhat.

Cho phép ghép ndi véi cac thiét bi chuyén mach PoE
trong du an thanh switch logic

C6 48 cong giao tiép ddng 10/100/1000 Base-T.

C6 san 04 cong combo giao tiép quang 1GbE/10GbE loai
SFP/SFP+ (chua bao gom giao tiép quang SFP).

Di kém 01 cap DAC cy ly 1M déu ndi stack switch

01 USB Port

01 Console Port

C6 céac chuan : Spanning Tree Protocol, Rapid Spanning
Tree Protocol (RSTP), VLAN Tagging, 802.3ad: Link
Aggregation Control Protocol (LACP), 802.1X: Port
Access Control

Layer 2 Redundant Trunk Group (RTG) hodc Cross-stack
EtherChannel + Flexlink+
- Range of possible VLAN IDs: 1-4094
- Téi thiéu 32,000 MAC
- Jumbo frames: 9200 bytes
C6 sén cac giao thtc dinh tuyén: Static Route, RIP.
Cé cac giao thuc RADIUS, TACACS+
Layer3 - . )
Ho trg nang cap license cac giao thirc: BFD, OSPF v2/v3,
VRRP, RIPng, Multicast, BGP, IS-IS.
- Bao gdm tinh ning quan tri tip trung qua hé thong
Cloud/ On-Premises (vdi truong hgp On-Premises nha
thau phai chao b6 sung phan cing di kém) thoi han 3 nam
Bdao hanh - Yéu cau cho phép quan Iy thiét bi chuyén mach va wifi

trén duy nhat mot hé thong quan ly tdp trung
- Bao hanh thlet bi 03 nim bao gém phan cimg va cap
nhat phin mém

Yéu cau khac

Thudc nhém Top Leaders trong bao céo cua Gartner danh
cho ha ting mang LAN c6 diy va khong day doanh
nghiép (Enterprise ~Wired and Wireless LAN
Infrastructure) trong 3 ndm lién tiép gn nhit
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Thiét bi chuyén
5 | mach access loai 24

cong

Ning lyc thiét bi

Kha nang switching capacity: > 128 Gbps

Kha nang throughput: >95 Mpps

RAM >4 GB

Flash: > 8 GB

Ngudn AC;

Co cac phuong thuc quan tri: CLI, Web UI, SSH, SNMP

- C6 co ché rollback file cau hinh, c6 kha nang luu dén
30 file cau hinh gin nhat. Cau hinh tam thoi ¢6 hen gio,
ty  hoan tic néu khong xac nhan lai.
- C6 san tinh ning cho phép so sanh cau hinh hién tai véi
cac cidu  hinh duwgc luu t@  trude  day.
- C6 san kha ning kiém tra va thong bao 15i cau hinh trudce
khi cAu hinh dugce kich hoat.

Giao dién két no1

C6 cong nghé ghép ndi 06 switch vat 1y khac nhau thanh
01 switch logic duy nhét.
HO0 trg ghép ndi véi cac thiét bi chuyén mach PoE trong
du 4n thanh switch logic

C6 24 cong giao tiép déng 10/100/1000 Base-T.

Co san 04 qéng 1GbE/10GbE loai SFP/SFP+ (chua bao
gom giao ti€p quang SFP).

01 USB Port

01 Console Port

Layer 2

C6 cac chuan : Spanning Tree Protocol, Rapid Spanning
Tree Protocol (RSTP), VLAN Tagging, 802.3ad: Link
Aggregation Control Protocol (LACP), 802.1X: Port
Access Control

Redundant Trunk Group (RTG) hodc Cross-stack
EtherChannel + Flexlink+

- Range of possible VLAN IDs: 1-4094

- Téi thiéu 32,000 MAC

- Jumbo frames: 9200 bytes

Layer3

C6 san cac giao thuc dinh tuyén: Static Route, RIP.

Co cac giao thuc RADIUS, TACACS+

HJ tro nang cip license cac giao thire: BFD, OSPF v2/v3,
VRRP, RIPng, Multicast, BGP, IS-IS.
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- Bao gdm tinh ning quén tri tip trung qua hé thong
Cloud/ On-Premises (vdi truong hop On-Premises nha
thau phai chao b6 sung phan cing di kém) thoi han 3 nam
Béo hanh - Yéu cau cho phép quan ly thiét bi chuyén mach va wifi

trén duy nhat mot hé thdng quan ly tdp trung
- B4do hanh thlet bi 03 nim bao gém phan cimg va cap
nhat phan mém

Yéu cau khac

Thudc nhom Top Leaders trong bao céo cua Gartner danh
cho ha taing mang LAN c6 diy va khong diy doanh
nghi¢p (Enterprise Wired and Wireless LAN
Infrastructure) trong 3 ndm lién tiép gan nhat

B0 phat Wifi 6 loai
1

Tiéu chuan Wi-fi

- Thiét bi Wi-fi access point loai indoor

- 802.11ax (Wi-Fi 6), bao gdm hd trg¢ OFDMA

- 1024-QAM, MU-MIMO, Thoi gian danh thirc muc tiéu
(TWT)

Cong ngh¢ MIMO:

- Bbn ludng khong gian SU-MIMO cho tc do dir liéu
khong day 1én dén 2.400 Mbps cho ting thiét bi HE80
4x4.

- Bén ludng khong gian MU-MIMO cho téc do dit liéu
khong day 1én dén 2.400 Mbps cho tbi da bdn thiét bi
khéch hang hd tro MU-MIMO cung lic.

- Téi str dung tan s6 khong gian (BSS Coloring)

- Ho tro WPA3

- Kha ning twong thich vé6i cac chuan 802.11a/b/g/n/ac

Téc dd - Téc @6 du liéu két hop cao nhat 1én dén: 3 Gbps
- Internal Antenna (ang-ten trong)
- Hai ang-ten da hudng 2,4 GHz v&i muc tang cuc dai 4
Antenna dBi
- Bén dng-ten da hudng 5GHz v6i muc ting cuc dai 6 dBi
Bluetooth 5.0
1 x RJ45 1G;
Vo 1 x RJ45 2,5G
Ngudn/Power - 802.3at PoE, 802.3bt PoE
'~ Bao gom tinh ning quan tri tdp trung qua hé thong
Cloud/ On-Premises (vdi truong hop On-Premises nha
thau phai chao bd sung phan cing di kém) thoi han 3 nam
Quadn tri - Yéu cau cho phép quan ly thiét bi chuyén mach va wifi

trén duy nhat mot hé thong quan ly tap trung
- Hd tro cong nghé AL HJ tro nang cap gidy phép sir dung
trg 1y do Al
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Bio hanh - B4o hanh thiét bi 03 nam bao géom phan ctrng va cap

nhat phan mém

B0 phat Wifi 6 loai

7 2

- Thiét bi Wi-fi access point loai indoor
- 802.11ax (Wi-Fi 6), bao gdm hd trg¢ OFDMA
- 1024-QAM, MU-MIMO, Thoi gian danh thirc muc ti€u
(TWT)
Cong ngh¢ MIMO:
- Hai ludng khong gian SU-MIMO cho toc do dir liéu

Tiéu chuan Wi-fi | khong ddy Ién dén 1.200 Mbps cho timg thiét bj HE80.
- Hai luong khong gian MU-MIMO cho toc do dir liéu
khong day 1én dén 1.200 Mbps cho t6i da bon thiét bi
khéch hang ho trg MU-MIMO cung ltc.
- Téi str dung tan s khong gian (BSS Coloring)
- HO trg WPA3
- Kha ning twong thich vé6i cac chuan 802.11a/b/g/n/ac

Tbe @6 - Téc do du liéu két hop cao nhét 1én dén: 1.8 Gbps
- Internal Antenna (dng-ten trong)

Antenna - A}ng-ten da hudng 2,4 GHz véi muc tang cuc dai 3 dBi
- Ang-ten da huong SGHz v6i muc tang cuc dai 6 dBi
Bluetooth 5.0

/O 2x RJ45 1G

Ngudn/Power - 802.3af/at PoE
'- Bao gbm tinh ning quan tri tdp trung qua hé thong
Cloud/ On-Premises (vdi truong hop On-Premises nha
thau phai chao b6 sung phan cing di kém) thoi han 3 nam

Quan tri - Yéu cau cho phép quan ly thiét bi chuyén mach va wifi
trén duy nhat moét hé thdng quan ly tap trung
- Hd trg cong nghé Al Hd trg nang cap gidy phép sir dung
tro 1y 4o AL

Bio hanh - BAéo hfmh ghiét bi 03 nim bao gom phan cimg va cap
nhdt phan mém

3 Thiét bi chuyén

mach PoE loai 1

Ning lyc thiét bi

Kha nang switching capacity: > 140 Gbps

Kha nang throughput: >104 Mpps

RAM >4 GB

Flash: > 8 GB

Ngudn AC;

Co cac phuong thuc quan tri: CLI, Web UI, SSH, SNMP
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Théng s6 k§ thuit yéu cau

- C6 co ché rollback file cau hinh, c6 kha ning luu dén
30 file cAu hinh g?m nhat. Ciu hinh tam thoi c6 hen gio,
tuy hoan tic néu khong xdc nhan lai
- C6 sin tinh ning cho phép so sanh cdu hinh hién tai v6i
cic cdu hinh duoc luu it trudc  day.
- C6 san kha nang kiém tra va thong bao 15i cau hinh trudc
khi cAu hinh dugc kich hoat.

Giao dién két no1

C6 cong nghé ghép ndi > 06 switch vat Iy khac nhau thanh
01 switch logic duy nhat. Ghép ndi dugc voi thiét b
chuyén mach access loai 48 cong trong dy an thanh 01
switch logic.

C6>20 cong giao tiép dong 10 MB/100 MB/1GbE h tro
PoE/PoE+/ PoE++.

C6 > 04 cong giao tiép ddng 100 MB/1GbE/2.5GbE hd
trg PoE/PoE+/ PoE++.

Co san 04 cong 1GbE/10GbE loai SFP/SFP+ (chua bao
gdm giao tiép quang SFP).

Di kém 01 cap stack switch IM

01 USB Port

01 Console Port

Layer 2

C6 cac chuan : Spanning Tree Protocol, Rapid Spanning
Tree Protocol (RSTP), VLAN Tagging, 802.3ad: Link
Aggregation Control Protocol (LACP), 802.1X: Port
Access Control

Redundant Trunk Group (RTG) hoac Cross-stack
EtherChannel + Flexlink+

- Range of possible VLAN IDs: 1-4094

- Téi thiéu 32,000 MAC

- Jumbo frames: 9200 bytes

Layer3

C6 san cac giao thuc dinh tuyén: Static Route, RIP.

Cé cac giao thuc RADIUS, TACACS+

HO tro nang cap license céac giao thirc: BFD, OSPF v2/v3,
VRRP, RIPng, Multicast, BGP, IS-IS.

Bao hanh

- Bao gdm tinh ning quan tri tp trung qua hé thong
Cloud/ On-Premises (voi truong hop On-Premises nha
thau phai chao bd sung phan cing di kem) thoi han 3 ndm.
- Yéu cau cho phép quan ly thiét bi chuyén mach va wifi
trén duy nhit mot hé théng quan ly tap trung.
- Bao hanh thlet bi 03 nim bao gém phan cimg va cap
nhit phin mém




204

Danh muc hang

TT | hoéa va dich vu lién Thong s6 ky thuit yéu ciu
quan
Thudc nhom Top Leaders trong bao cao cua Gartner danh
A A . cho ha tang mang LAN c6 day va khong day doanh
Yéu cau khac nghiéﬁ (Egnter.prfigse Wired };nd ‘ Wirf%:lessy LAN
Infrastructure) trong 3 nam lién ti€p gan nhat
0 Thiét bi chuyén
mach PoE loai 2
Kha nang switching capacity: > 116 Gbps
Kha nang throughput: > 86 Mpps
RAM >4 GB
Flash: > 8 GB
Ngudn AC;
. . Co cac phuong thuc quan tri: CLI, Web UI, SSH, SNMP
Nang luc thiét bi

- Co co ghé rollback file cég hinh, c6 kha ning luu dén
30 file cau hinh gan nhat. Cau hinh tam thoi ¢6 hen gio,

tu  hoan tic né€u khong xac nhdn lai.
- C6 san tinh nang cho phép so sanh cau hinh hi¢n tai voi
cic cau hinh dugc Iuu td trudoc day.

- C6 san kha ning kiém tra va thong bao 15i cau hinh trudce
khi cau hinh duoc kich hoat.

Giao dién két no1

C6 cong nghé ghép ndi 06 switch vat Iy khac nhau thanh
01 switch logic duy nhat. Ghép ndi dugc véi thiét bi
chuyén mach access loai 48 cong trong du an thanh 01
switch logic.

C6> 08 cong giao tiép ddng 10 MB/100 MB/1GbE h tro
PoE/PoE+/ PoE++.

C6 > 04 cong giao tiép dong 100 MB/1GbE/2.5GbE hd
trg PoOE/PoE+/ PoE++.

C6 sin 04 cong combo giao tiép quang 1GbE/10GbE loai
SFP/SFP+ (chua bao gdm giao tiép quang SEP).

bi kém 01 cap satck switch 1M

01 USB Port

01 Console Port

Layer 2

C6 cac chuan : Spanning Tree Protocol, Rapid Spanning
Tree Protocol (RSTP), VLAN Tagging, 802.3ad: Link
Aggregation Control Protocol (LACP), 802.1X: Port
Access Control

Redundant Trunk Group (RTG) hodc Cross-stack
EtherChannel + Flexlink+

- Range of possible VLAN IDs: 1-4094

- Téi thiéu 32,000 MAC

- Jumbo frames: 9200 bytes
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C6 sén cac giao thtc dinh tuyén: Static Route, RIP.
Laver3 Cé cac giao thuc RADIUS, TACACS+
Ve HJ tro nang cip license cac giao thire: BFD, OSPF v2/v3,
VRRP, RIPng, Multicast, BGP, IS-IS.
- Bao gdm tinh ning quan tri tp trung qua hé thong
Cloud/ On-Premises (vdi truong hop On-Premises nha
thau phai chao bd sung phan cing di kem) thoi han 3 ndm.
Béo hanh - Yéu cau cho phép quan ly thiét bi chuyén mach va wifi
trén duy nhat mot hé thong quan ly tap trung.
- B4do hanh thlet bi 03 nim bao gém phan cimg va cap
nhat phan mém
Module 1G SM
10 | 10km cho Router | Module 1G SM 10km cho Router WAN
WAN
1 Module 10G SFP, | Module 10G SFP, multi mode twong thich va cung hang
multi mode v6i switch va wifi
Module SFP+ 10G
12 | multimode cho | Module SFP+ 10G multimode cho XGS3100 hién hiru
XGS3100 hién hiru
May tinh xach tay
13 phuc vu giam sat

cAu  hinh  thir
nghiém hé thong

> AMD Ryzen™ 7 (3.30 GHz up to 5.10 GHz) hoac Intel

Bo vi xr li Core Ultra7 (12M Cache, up to 5.20 GHz)
B nhd RAM > 16 GB, DDR5-5600MHz

O cimg > 512G SSD

Man hinh 16" WUXGA (1920 x 1200), IPS, 300 nits
Pau doc van tay Co

Camera mat trudc 1080P FHD IR

Wireless

Wi-Fi 6E + Bluetooth 5.3

LAN

RJ45 Gigabit Ethernet

Cong két noi toi
thiéu

Cong USB-A > 02

Cong USB-C > 02

Cdng HDMI > 01

> 1x 3.5mm Combo Audio Jack

Pin Pin Li-ion dung lugng > 3-cell, > 48Wh
Sac 65W USB-C
Phu kién Tai xach, chudt quang khong day (Wireless Optical

Mouse) chinh hang
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- H6 trg Dual TPM hoic TPM 2.0 Embedded Security
Chip (Common Criteria EAL4+ Certified) + Secure Erase
Tinh ning bio mat |- S.elf—healing BIOS h.OETlC‘ BIOSphere
' - Certificate-based BIOS authentication hoac BIOS
Recovery +  BIOS  Update via  Network
- FIDO Authentication hodc Sure Admin
Hé diéu hanh Windows 11 Home
Béo hanh Béo hanh chinh hang 03 nam tai noi st dung
Chimg chi MIL-STD-810H; ENERGY STAR® certified; RoHS;
EPEAT; TCO Certified
14 Thiét bi UPS
10KVA
Kiéu dang Bit rack
Loai UPS UPS On-Line
Cong suit > 10kVA/10kW
Ngo vao
Giao dién ngd vao 1P+ N+ E /3P + N + E/ Hardwire Terminal Block
Dién 4p ngd vao 230 V hoac 400 V 3 phases
Ngo ra
. i n ~ Hard wire 3-wire (H N + E) hodc Hardwire Terminal
Giao dién ngo ra
Block
Loai séng Sine wave
Tan s6 ngd ra 50/60 Hz
Thoi gian luu dién ,
tai § W > 7 phut
Loai Pin Lead-acid battery
Thanh nguﬁg PDU ‘ ’ 7
15 | 32A ngang bat rack | Thanh nguéon PDU 32A ngang bat rack loai 12 6 da nang
loai 12 6 da niing
Hang muc HNTH
II | Phong hgi trudng
nha B
Thiét bi hop HNTH
1 |dau cuoi (Enpoint

Video Conference)

Yéu cau chung

Tuong thich va hd tro tich hop voi hé thong quan ly hoi
nghi truyen hinh Polycom hién hitu cia tong cong ty.

Tich hop sin nén tang cudc hop HNTH Zoom, Microsoft
Team, Poly

Giao dién

2 USB Type-A 5Gbps signaling rate

1 HDMI-in 1.4 tré 1én
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I line in
1 line out
2 HDMI-out 2.0 (video)
1 PoE+ 802.3at-class 4 LAN RJ-45 + 1 LLN RJ-45 hoac
1x 10/100/1G Ethernet + 3x 10/100/1G LLN supporting
POE+/PSE
1 USB Type-C 5Gbps signaling rate
Két n6i khong day | 802.11 a/b/g/n/ac/ax Wireless; Bluetooth® 5.1
S6 lugng: 1 camera
Zoom quang 12x
D6 phén giai 4K UHD
Camera hoi nghi Goc nhin chéo (dFoV): 78,1°
Loai camera PTZ
Giao dién cong: 1 x USB-B; 1x RJ-45 (10/100/1000
Mbps) Ethernet interface (supporting PoE+ power
supply); 1 x AC/DC power jack
S6 luong: 1 Mic
Mic: Three (3) wunidirectional cardioid pattern
Mic da hudéng microphones
Giao di¢n cong RJ45 LAN port
Nguén: PoE
2 | May tinh hoi nghi
Loai PC mini
B6 xir Iy > AMD Ryzen™ 5 (3.90 GHz up to 509 GHz) hoac Intel
i Core Ultra5 (18MB, up to 5 GHz) tr¢ lén
RAM >16G
O cung >512 GB SSD
Giao dién USB, RJ45, HDMI
Hé diéu hanh Ban quyén Windows 11 Pro 64
Bao hanh Béao hanh chinh hang 01 ndm tai noi st dung
3 B¢ chia hinh 2 vao
4ra
Yéu cau B0 chia hinh 2 vao 4 ra
Hang muc am
thanh
4 |BO diéu khién mic

hoi nghi

Dién ap dau vao: 230VAC,50 Hz (£10%)

D6 méo hai tong THD: <1%

D¢ nhiéu SNR: >-50dB at rated output (unweighted filter)
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Phu hop véi Mic hoi nghi chuyén dung trang bi trong du
an
5 | Mic chu toa
Thiét ké Hop chu tich kem can micro
Chung loai Micro can dai
Do nhay 85dB SPL/-37 dB (1 kHz 0 dB =1 V/Pa)
Khoang tan s6 dap tng 400Hz to 10Khz hoic 100 Hz —
13 kHz
6 | Mic dai biéu
Thiét ké: Hop dai biéu kém can micro
Chung loai: Micro can dai
Do nhay 85dB SPL/-37 dB (1 kHz 0 dB =1 V/Pa)
Khoang tan s6 dap tng 400Hz to 10Khz hoic 100 Hz —
13 kHz
2 Loa hoi nghi am
tran
Loai Loa hdi nghi am tran 30W
Input Power 100V: 30/15/7.5W
Frequency Rangel- | o011, - g0k1z
Sensitivity (1W/1m,
LkHy): y ( 84dB
9 ﬁgnlgyhiq“a“ Iy 1oa | 211 Iy quan Iy loa hoi nghi cong sudt 480W
11 | B6 mic khong diay | B6 mic khong day loai 2 Mic
B quéin ly ngl}("in ‘ ’
12 | dién cho hé thong | B§ quan 1y ngudn dién cho h¢ thong am thanh
am thanh
14 | Ban tron am thanh | Ban tron am thanh loai 16 kénh
Hang muc hé thong
111 :
camera an ninh
Camera IP-PoE,
1 |4M loai ban chu
trong nha
Yéu cau Tuong thich voi dau ghi hinh Hikvision hién hiru
Loai Camera IP-PoE, 4M loai ban ciu trong nha
Hang may tinh cho
I N
nguoi dung
1 | May tinh xach tay
N > AMD Ryzen™ 5 (3.50 GHz up to 4.90 GHz) hoac Intel
B0 vi xur li

Core Ultra5 (Up to 4.8 GHz)
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B6 nhé RAM > 16 GB, DDR5-5600MHz

O cimg >512G SSD

Man hinh 16" WUXGA (1920 x 1200), IPS, 300 nits

Pau doc van tay Co

Camera mat trudc 1080P FHD IR

Wireless Wi-Fi 6E + Bluetooth 5.3

LAN RJ45 Gigabit Ethernet
Cong USB-A > 02

Céng két ndi tbi | Cong USB-C > 02

thiéu Cong HDMI > 01
> 1x 3.5mm Combo Audio Jack

Pin Pin Li-ion dung lugng > 3-cell, > 45Wh

Sac 65W USB-C

Phuy kién Tai xéch, ,chucf)Nt quang khong day (Wireless Optical
Mouse) chinh hang
- H6 trg Dual TPM hodc TPM 2.0 Embedded Security
Chip (Common Criteria EAL4+ Certified) + Secure Erase

Tinh nang béo mat |~ S.elf—healing BIOS h.OETlC' B[OSphere

: - Certificate-based BIOS authentication hodc BIOS

Recovery + BIOS  Update via  Network
- FIDO Authentication hoac Sure Admin

Hé diéu hanh Windows 11 Home

Bao hanh Béao hanh chinh hang 03 ndm tai noi st dung

Chimg chi MIL-STD-810H; ENERGY STAR® certified; RoHS;
EPEAT; TCO Certified

, | Miy tinh dong bd

de ban

> Intel Core Ultra5 (5.10G 24 MB 14 cores 65W) hoac

Bo vixuly AMD Ryzen™ Al 5 (2.00 GHz up to 4.40 GHz)
B6 nhé RAM > 16 GB, DDR5-5600MHz
O cimg > 1 X 512 GB SSD;
> 1TB 7200RPM SATA 3.5in
. . .. _ | CdngUSB-A > 02 toc do 5Gbps
Eggf ket noi mat "g  USB-C > 01 toe do 5Gbps
1 x Jack combo
2 X USB Type-A (5Gbps)
A Loz 2 x USB 2.0 Type-A
Cong két no1 mat sau Cong HDMI > 01

Cong DisplayPort > 01




210

Danh muc hang

TT | hoéa va dich vu lién Thong s6 ky thuit yéu ciu
quan
1 x RJ-45 (LAN)
Hé diéu hanh Ban quyén Windows 11 Pro 64
- Hd trg chip biao mat: ESC (Endpoint Security
Controller) hoac Discrete TPM 2.0 + TCG certified +
FIPS 140-2 certified
- Bdo v¢ BIOS/Firmware: Sure Start + BIOSphere +
Tinh nang bao mat | BIOS Recovery hoac Administrator/ Hard disk/ Power-
on password + Secure Boot + cover tamper detected +
config change detection;
- HO tr¢ Sure Recover (tu dong, nhanh, an toan, tir xa)
hodc Secure Wipe;
Ching chi hd tro ENERGY STAR certified; EPEAT
Bdao hanh Béao hanh chinh hang 03 ndm tai no1 st dung
Ban phim, chuot C6, dong bo case
3 | Man hinh may tinh
Yéu cau chung Pdng bo voi case may tinh dé ban
Kich thudce 23.8 inch, Full HD (1920x1080)
Do sang: 250cd/m2
Tan s6 quét Max 100Hz
2 £, A- 1 X HDMI 1.4
Cong két noi 1 x VGA
Bao hanh 3 nam tai noi st dung (Onsite Service)
B HANG MUC VAT
TU
Vat tw thi cong
I | hang muc h¢ thong
mang
1 }“u r? ck 42u kem b Tu rack 42u kém bo ¢ bét rack
oc bat rack
2 }“u r£a ck 6u kem bg Tu rack 6u kém bo dc bét rack
oc bat rack
3 | Cap mang cat 6 Cap mang cat 6
4 Patch Panel cat 6, 24 Patch Panel cat 6, 24 Port
Port
5 | Mat mang doi Mat mang doi
5 | Mat mang ba Mait mang ba
8 | Nhan mang (cat6) Nhan mang (cat6)
10 | Pau chyp mang Dau chyp mang
11 | Dau mang RJ45 Pau mang RJ45
12 Day nhay cat 6 loai Day nhay cat 6 loai 10Feet

10Feet
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TT

Danh muc hang
héa va dich vu lién
quan

Théng s6 k§ thuit yéu cau

13

Vat tu phu thi cong
hé théng dién,
camera, wifi, mang
(ghen di¢n,ghen ban
nguyét, dng rudt ga,
vit, no, gidy in nhén,
lat thit...)

Vit tu phu thi cong hé théng dién, camera, wifi, mang
(ghen dién,ghen ban nguy¢t, ong rudt ga, vit, no, gidy in
nhan, lat thit...)

11

Vat tu thi cong
hang muc hé thong
ngu(‘ﬁn cé"tp cho
phong may

Tu dién nhwa noi
loai 24module

Tu dién nhua nbi loai 24module

Ta dién ndi 200
x300

Tu dién ndi 200 x300

W

Atomat 4P 63A

Atomat 4P 63A

Bo cit loc sét 3 Pha,
65KA

BO cit loc sét 3 Pha, 65KA

(9]

Atomat 2P 32A

Atomat 2P 32A

(@)

Atomat 2P 63A

Atomat 2P 63A

Vit tu khac phuc vu
d4u ndi ta dién (dau
cos, gidy in nhan, lat
thit, Co nhiét...)

Vat tu khac phuc vu d4u ndi ta dién (dﬁu cos, giéy in
nhan, lat thit, Co nhiét...)

Cap nguf}n CVV
4x10mm dau nodi cho
ta dién chinh

Cap ngudn CVV 4x10mm d4u nbi cho ti dién chinh

Cap nguép Cvv
2x10mm cap ngudn
cho UPS

Cép ngudn CVV 2x10mm cap ngudn cho UPS

10

Ciap nguéon CVV
2x6mm cip ngudn
cho thanh ngudn
PDU

Céap ngudon CVV 2x6mm cap ngudn cho thanh ngudn
PDU

11

Day tiép dja 6mm

Day tiép dia 6mm

12

Vat tu phu thi cong
hé théng  dién,
camera, wifi, mang
(ghen dién, 6ng ruot
ga, vit, no, gidy in
nhan, lat thit...)

Vat tu phu thi cong hé théng dién, camera, wifi, mang
(ghen dién, ong rudt ga, vit, nd, gidy in nhan, lat thit...)

I1I

Vat tu thi cong
hang cap quang
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Danh muc hang

TT | hoéa va dich vu lién Thong s6 ky thuit yéu ciu
quan
Hop phdi quang
1 | 12FO, loai bt rack, Hop phéi quang 12FO, loai bét rack, kém phu kién
kém phu kién
Cap quang ngoai troi
2 | OM3, 12 core loai | Cap quang ngoai troi OM3, 12 core loai phi kim loai
phi kim loai
3 333 lon;ia??]m quang Day nhay quang OM3 loai 3m
4 gii};lerﬁgzz loe_(lliu;rrilg Day nhay quang Singlemode loai 3m
Khay do@ MPO va 01
5 | MPO -24 (female) - | Khay d&@ MPO va 01 MPO -24 (female) - OM3
OM3
6 | ap Trunk MPO-24 40 Trunk MPO-24 logi 20m
loai 20m
Vat tu thi cong
qnang (E)ng ru ot gd, Vit tu thi cong quang (dng rudt ga, ghen, day rut, keo bot
7 | ghen, day rut, keo 06, dav rit. oidv in nhi
bot no, day rut, giay » ddy rut, gidy in nhan....)
in nhan...)
v
1 Cap noi dal. USB cho Cap ndi dai USB cho camera loai 10M
camera loai 10M
2 f/ﬁg &Alg(el;%p}i)ie ra Cép Audio 3.5 ra Mic & Headphone
Thanh nguén PDU
3 | 32A ngang bat rack | Thanh nguon PDU 32A ngang bat rack loai 12 6 da ning
loai 12 6 da ning
4 Cap mic hoi nghi Céap mic hdi nghi loai 10m
loai 10m i T
5 Cap mic hoi nghi Céap mic héi nghi loai Sm
loai Sm
6 | Tt am thanh 16U Tt am thanh 16U
7 DayA loa 1<et noi cho Day loa két ndi cho loa am tran 2 x 1.5mm
loa &m tran
2 Day loa két ndi cho | Day loa két ndi cho loa cong kém sub, tiét dién day @
loa cong kém sub 6.8mm
9 Xéa:htgnggliqtgaiﬁng Vit tu phu thi céng hé théng 4m thanh
HANG MUC
g | PICH VU THIET

KE XAY DUNG
WEBSITE
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Danh muc hang
TT | hoéa va dich vu lién Thong so ky thuat yéu cau
quan

Trién khai thi cong
lép dat, cai dat, tich | Trién khai thi cong lép dat, cai dat, tich hop theo pham vi
hop theo pham vi géi | goi thau

thau

Yéu cau thue hién khao sat chi tiét, xdy dung phuong an
thiét ké chi tiét va thiét ké website cong cong (public) theo
phuong 4n dugc chi dau tu phé duyét ( tham khao theo
thiét ké website Public ctia Téng cong ty)

Thi,ét ké, xay dung
2 | thiet ké website cong
cong (public)

Yéu cau thue hién khao sat chi tiét, xdy dung phuong an
thiét ké chi tiét va thiét ké trien khai website ni bo theo
phuong 4n dugc chi dau tu phé duyét ( tham khao theo
thiét ké website Public ctia Téng cong ty)

Thiét ké, xdy dung
3 | thiét ké trién khai
website noi1 bo

3. Yéuchukhic , ‘ ’
3.1 Diéu kién cung cap vat tw, thiét b, dich vu ha tang ky thuit, phong chong chay
no va an toan van hanh, bido ddm an ninh, quoc phong

Viéc xdy dung du 4n can phai dap g cac yéu cau vé cung cp vat tur thiét bi, dich
vu, ha tang k¥ thuat, phong chong chay nd va an toan van hanh, bao dam an ninh, quic
phong nhu sau:

3.2 Piéu kién cung cip vat tw thiét bi, dich vu, ha ting k¥ thuat

Hang hoa vat tu, thiét bi, dich vu, ha ting k¥ thuat duoc cung cap phai c6 vin ban
chimg minh tinh hop 16 vé k§ thuat, chit luong, ngudn gdc xuat x rd rang (trong nudc,
nude ngoai), nude san xuat.

Moi hang hoa duoc cung cip dam bao mdi 100% chua qua sir dung.

Hang hoa dugc giao phai kém theo ddy du bd ching tir (ban gbc) nhu: Ching chi
xuat xt ngudn gdc hang hoa do nude san xuét cung cip, ban kiém dinh chat luong hang
hoa do nha san xuit cung cép, catalog hang hoa, sach hudng dan st dung.

Nha thau chiu trach nhiém cung cdp VTTB c6 diy du ban quyén, keys, license keys
cho cac thiét bi nha thau chao (néu thiét bi d6 yéu cau phai c6 keys, license keys) va ban
giao cho chil dau tu ¢ didu kién quan tri va van hanh hé thing.

Céc thiét bj nha thau cung cip phai dam bao an toan an ninh théng tin theo cac quy dinh
hién hanh.

3.2 Cac giai phap phong chdng chiy no
3.2.1 Yéu cau chung
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Trang bi cac phuong tién bao hd dé tao ra diéu kién thuan tién cho co thé con
nguoi lao dong, thich tmg véi moi truong xung quanh va bao dam diéu kién lao
dong tot nhat

Céc phuong tién bao hd cho ngudi lao dong khong gay ra cac yéu td nguy
hiém va c6 hai trong qua trinh lip dt. Phuong tién bao ho lao dong can dap tmg
cac yéu cau tham my cong nghiép

Trong timg trudng hop clia mdi loai cong viée, lwa chon phuong tién bao vé
tinh dén yéu cau an toan cho ting cong viéc d6

Céac phuong tién bao hd dam bao céc chi tiéu an toan, v¢ sinh lao dong...

3.2.2 Yéu céu vé tuin thi cac tiéu chuin ky thuit

Thi cong dung theo yéu cau ki thuat, ddm bao chat luong san phim

Mot yéu t6 quan trong nita 14 cong cu ding dé lap dat cling phai 1a cac thiét bj chuyén
dung va dugc str dung dung churc nang.

Céc thiét bi mang mdy tinh 13 cac thiét bj chuyén dung, dt tién do vay trong qua trinh
thi cong can thyc hién ding cac quy trinh, quy pham ciia nganh, ban vé thiét ké thi cong xay
1ap va tai liéu hudng dan ctia nha san xuat.

An toan trong van hanh khai thac 13 mot tiéu chi quan trong cua thiét ké ki thuat thi
cong cong trinh vién thong.

Pon vi thi cong can lap phuong an an toan lao dong dé dam bao an toan cho ngudi lao
dong va thiét bi trong sudt qua trinh thi cong.

Khi 1am viéc trén cao can ding thang hodc dan gido va day treo an toan dam bao an
toan vé dién.

Khi thi cong trong phong c6 thiét bi théng tin dang khai thac can c6 cic phuong an
dam bao tuyét d6i khong 1am anh hudng dén sy cd cho hé thong thong tin.

DPam béo an toan thong tin va an toan dit liéu ctia don vi khi chuyén doi.

Trong qué trinh thi cng phai dam bao khong 1am anh hudng dén vé sinh méi truong
o khu vyc thi cong cong trinh va noi cong cong.

3.2.3 An toan dién, an toan thiét bj

Khi thi cong, b tri cip ngudn dién phai riéng ré dé ¢ kha ning cat dién toan bd phu
tai dién trong pham vi timg hang muyc cong trinh hay mét s6 khu vuc san xuat.

Viéc thio do day dan, két ndi vao thiét bi phai do cong nhan c6 trinh d6 vé k¥ thuat an
toan dién thich hop véi timg loai cong viée tién hanh.
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Céc thiét bj dién di dong, may dién cam tay va dén dién xach tay khi néi vao luéi dién
phai qua b cam, phich cam hoic cau dao dién. Viéc dau, ndi phai thoa man cac yéu cau vé
k¥ thuat an toan dién.

Khi sir dung thiét bi, dudong day dién can tranh kha nang phat néng do qua tai hodc cac
mdi ndi khong tét.

3.2.4 An toan cho thi cong

Pho bién kién thirc cho cong nhan vé van dé an toan lao dong, an toan di¢n, an toan
chay n, ndi quy tia noi thi cong.

Trang bj cho cong nhan cac phuong tién bao vé can thiét cho qua trinh thi cong.

Thuong xuyén kiém tra cac phuong tién phong ho trude va trong khi sir dung.

Trong qua trinh thi cong, phdi hop véi cac don vi khac dé c6 bién phap ngan chin hoa
hoan, méat an toan lao dong.

3.2.5 An toan lao dgng, dam bao an ninh qudc phong

Vé an toan lao dong, lip dat hé thdng: dam bao chdng chay, nd, dién giat, sét, tranh roi
hong, roi rét thiét bi xuéng mat dat lam hu hai thiét bi, an toan cho nguoi khi xay ra su ¢6.

Vé an toan phong, chdng chay nd: phai dam bao t6i da kha ning chdng chay tai cac
phong dit may chu, noi 1am viéc, tranh cac két ndi gy cham, chap dién co thé phat chay.

Thoa mén yéu cau vé chiic ning sir dung, tinh chat nghiép vu déi vai thiét bi va phan
mém, bao dam my quan, gia thanh hop 1y.

Ti¢n nghi, v¢ sinh, ddm bao sttc khoé cho nguodi sir dung, nguoi dung, quan tri hé
thong.

Khai thac t6i da thuan loi va han ché bat i ctia thién nhién nhim bao dam tiét kiém
ning luong nhu viéc sap xép phong dit may chii ¢6 cac diéu kién thong thoang, giit nhiét
do t6t giam thiéu tiéu thu dién nang cho cac hé théng thong gio, hé théng 1am lanh.

Pam bao tuan thu cac diéu kién an ninh qudc phong cho cac hé thong CNTT duoc qui
dinh va ban hanh.

3.2.6 Cac yéu cau vé trién khai va dao tao

Nha thau chiu trach nhiém cung cdp VITB c¢6 day da ban quyén, keys, license keys
cho céc thiét bj nha thau chao (néu thiét bi 46 yéu ciu phai co keys, license keys) va ban
giao cho chu dau tu da diéu kién quan tri va van hanh hé théng.

Nha thau cung cép dich vu thi cong 1ép dat, cai dat, két ndi, cau hinh, tich hop cho toan

bo thiét bj theo pham vi cung cap cia gbi thau;

Trudc khi trién khai thi cong lap dit tai hién truong, nha thau phai trinh phurong 4n thi
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cong, bién phap an toan cho cac hang muc thi cong dam bao yéu cau va duoc chi dau tu, tu
van giam sat va cac bén lién quan phé duyét trude khi trién khai thi cong.
Nha thau phai cung cép khoa dio tao quan tri, huéng dan van hanh cho chii dau tu dam

bao chi1 dau tu c6 thé 1am cha duoc hé thong.

Muc 2. Ban vé
E-HSMT nay gdm c6 cic ban vé& trong danh muc sau day
Danh muc ban vé
Ban vé s6 Tén ban vé Muc dich sir dung
SO PO LOGIC HIEN TRANG HE
NPMB-01 THONG MANG
SO PO LOGIC HIEN TRANG HE
NPMB-02 THONG MANG
SO PO VAT LY HIEN TRANG HE
NPMB-03 THONG MANG
SO PO LOGIC HIEN TRANG HE
NPMB-04 THONG MANG NPT
SO PO HIEN TRANG THIET BI TRONG
NPMB-05 TU RACK
SO PO VAT LY HIEN TRANG PHONG
NPMB-06 HOI TRUONG
SO PO LOGIC HE THONG MANG
NPMB-07 NPMB DE XUAT
NPMB-08 SO PO LOGIC KET NOI KENH TRUYEN
SO PO LOGIC KET NOI HE THONG
NPMB-09 TUONG LUA
NPMB-10 SO PO TONG QUAN PHAN LOP MANG
NPMB-11 SO PO KET NOI MANG TOA NHA A-B
NPMB. 12 SO PO KET NOI CAC TANG BPEN MAY
CHU
NPMB-13 SO PO LOGIC HE THONG WIFI
SO PO LOGIC VAT LY HE THONG
NPMB-14 MANG NPMB DE XUAT
NPMB-15 SO PO PHAN LOP
NPMB-16 SO PO LOGIC NPMB
NPMB.17 SO PO LOGIC KET NOI HE THONG
PIEN '
NPMB-18 SO PO KET NOI THIET BI NGOAI VI
SO PO KET NOI AM THANH PHONG
NPMB-19 HOI TRUONG
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NPMB-20 SO PO KET NOI CAMERA
NPMB-21 SO PO AO HOA MAY CHU
NPMB-22 SO PO BO TRI WIFI NHA A TANG 1
NPMB-23 SO PO BO TRI WIFI NHA A TANG 2
NPMB-24 SO PO BO TRi WIFI NHA A TANG 3
NPMB-25 SO PO BO TRI WIFI NHA A TANG 4

SO PO MAT BANG BO TRi WIFINHA B
NPMB-26 TANG 1

SO O MAT BANG BO TRi WIFI NHA B
NPMB-27 TANG 2

SO O MAT BANG BO TRi WIFI NHA B
NPMB-28 TANG 3

SO BO MAT BANG BO TRi WIFINHA B
NPMB-29 TANG 4

SO O MAT BANG BO TRi WIFI NHA B
NPMB-30 TANG 5

SO PO MAT BANG BO TRi WIFINHA B
NPMB-31 TANG 6

Muc 3. Kiém tra va thir nghi¢ém

Céc kiém tra va thir nghiém can tién hanh gom c6: Theo cac quy dinh tai Thong
tu 16/2024/TT-BTTTT ngay 30/12/2024 ciia B6 Thong tin va Truyén théng quy dinh
chi tiét ndi dung cong tac trién khai, giam sat cong tac trién khai, nghiém thu dbi voi du
an dau tu mg dung cong nghé thong tin; xac dinh yéu cau vé chat lugng dich vu va cac
ndi dung dac thu cua hop déng thué dich vu d6i voi thué dich vu cong nghé thong tin
theo yéu cau riéng



